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Preface

1. Preface
1.1 Intended Audience

This document is intended for the following audience:
e  Customers

. Partners

1.2 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.3 Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

1.4  Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters cover following:

e Introduction

e  Prerequisites

e Installation

e Post Installation Steps

e  Product Verification

e  Multi-Entity Installation and configuration
e Best Practice

e  Troubleshoot Overview

1.5 Related Information Sources

For more information on Oracle Banking APIs Release 19.2.0.0.0, refer to the following
documents:

e  Oracle Banking APIs Licensing Guide

e Oracle Banking APIs Installer Pre-Requisite Setup Manual
e Oracle Banking APIs Origination Social Media Integration
e Oracle Banking APIs OHS User Interface Configuration

e  Oracle Banking APIs Chatbot Configuration

e Oracle Banking APIs Mobile Application Builder-Android
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Preface

e  Oracle Banking APIs Mobile Application Builder-iOS
e  Oracle Banking APIs Security Guide

e Oracle Banking APIs System Configuration

e User Manual Oracle Banking APIs Core

e  Oracle Banking APIs File Upload Report Configuration

Installation Guide 5



Introduction

2. Introduction
2.1 Purpose of the Document

The purpose of the OBAPI Installation Manual is to provide a step by step overview on the
installation process of the solution.

It includes:

Reference to prerequisites software installation required for OBAPI & OBDX installer

Setup of OBAPI with Oracle’s own Core Banking and Origination Products along with Third-
party HOST system.

Running the installation in silent mode
Advanced Configurations (Post installation)
Installation Verification

Multi-Entity Installation and configuration
Best Practice

Troubleshoot Overview

Home
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Prerequisites

3. Prerequisites

OBAPI pre-requisite software should be installed and available before proceeding.

For OBAPI pre-requisite software setup refers document “Oracle Banking Digital Experience Installer
Pre-Requisite Setup Manual” mentioned in section 1.5 Related Information Sources.

Installer Pre-requisite verification

Post installation of OBAPI Installer prerequisite software’s, verification can be done using below steps.

Note: Verification should be performed on Server where Oracle Weblogic is locally installed and by OS
user (which is owner for Oracle Weblogic home directory) for non-root steps. The same user will be used
to execute installer.

Oracle Instant client

Step 1: Login using root user.

Step 2 : Run below command to verify if Oracle Instant client is installed.

rpm -qa | grep oracle

Note: Above package verification command is specific to Oracle Linux and RHEL distributions only. For
other Linux distributions or OS please refer to OS specific package manager documentation.

Python 2.7:
Step 1: Execute python —V command

python -V

Note: Ensure Python 2.7.5 supported version is installed. Above command should reflect the same.

cx Oracle & Urwid:

Step 1: Execute python command
python
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Prerequisites

Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should be
done using Python 2.7.5.

Step 2: Import Urwid and check version

import urwid (Press Enter)

urwid.__version__

If version is displayed, then Urwid is installed and available for use.

Note: Ensure Urwid 1.3.1 supported version is installed. Above command should reflect the same.

Step 3: Similarly import cx_Oracle and check version
import cx_Oracle (Press Enter)

cx_Oracle.version

If version is displayed, then cx_Oracle is installed and available for use.

Note: Ensure cx_Oracle 7.3.0 supported version is installed. Above command should reflect the same.

Python 3.8: --
Step 1: Execute below commands to install the dependencies

yum -y groupinstall development

yum -y install zlib-devel

yum install openssl-devel -y

yum install zlib-devel bzip2-devel openssl-devel ncurses-devel sqlite-devel
yum install zlib-devel bzip2-devel openssl-devel ncurses-devel sqlite-devel -y

yum install python38-pip -y
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yum install libreadline-gplv2-dev libncursesw5-dev libssl-dev libsqlite3-dev tk-dev

dev libc6-dev libbz2-dev -y

yum install -y libffi-devel

yum install python36u-devel -y
yum install python38u-devel -y
yum install yum-utils -y

yum install epel-release -y
yum install python3.8-pip -y
yum install python3-pip -y

Prerequisites

libgdbm-

Note: In case wget is not installed , perform following step to install wget

yum install wget

#Download the python.tar.xz of the required version

wget https://www.python.org/ftp/python/3.8.0/Python-3.8.0.tar.xz

#Untar the Python tar file

tar xJf Python-3.8.0.tar.xz

#Navigate to the Python-<version> directory and run the below commands
cd Python-3.8.0

Jconfigure

make

make install

Step 2: To install the Python3 compatible libraries to Python2.7 , configuration of pip needs to be

done

cd /root

mkdir .pip

vi ~/.pip/pip.conf

[global]

trusted-host = pypi.python.org

pypi.org
files.pythonhosted.org

Step3: Give permission to pip.conf file and a soft link needs to be created.

Note: pip version 20.1.1

Installation Guide

In -s ~/.pip/pip.conf /etc/pip.conf
Is -Irt ~/.pip/pip.conf

chmod 777 /root/.pip/pip.conf

Is -Irt ~/.pip/pip.conf

pip3 list

pip3 install --upgrade pip


https://www.python.org/ftp/python/3.8.0/Python-3.8.0.tar.xz

Prerequisites

Step4: Once above steps are executed successfully install the following required modules.
pip3 install cx-Oracle==7.3.0
pip3 install urwid==2.1.0

Home
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Installation

4. Installation

Pre-Installation

e Install all the prerequisite software and packages mentioned above

Steps of Installation

o Download and extract the installer zip file (Base).

e Navigate to “<OBAPI INSTALLER DIR>/core/config”

e  Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBDX_BU)

2 @ 9 &R &, " & Encoding - cu\ur:{u} (2]

# Installer Properties
#

# All entries to be made immediately after the "=' and WITHOUT guotation marks. i.e. "' or ™"

o HE A

#ERERERETREREREREEgE
# #
# Weblogic Details #
# #

]

#Middleware home path. Example [home/obdxuser/Oracle/Middleware/Oracle_Home - where you have sub-directories like wlserver,oracle_common etc.
MIDDLEWARE_HOME=/home/devops/Oracle/Middleware/Oracle_Home

#]AVA home path. Example /home/obdxuser/jdkl8 - where you have sub-directories like bin,jre,lib etc.
JAVA_HOME=/home/devops /jdk18

#Path where OBDX config files needs to be installed. ****DO NOT KEEP INSTALLATION_HOME AS MIDDLEWARE_HOME or any existing directory.****
INSTALLATION_HOME=/home/devops/obdx

#Domain name. The domain will be created by the name specified.
WLS_DOMATN_NAME=0BDXINS

#Domain path. Example /home/obdxuser/domain.
WLS_DOMATN_PATH=/home/devops/domain

#Domain user ID. The user id will be used to access the Weblogic Administration console.
WLS_DOMAIN_ADMIN_USER=weblogic

#llame of 0BDX cluster.
WLS_CLUSTER_NAME=obdx_cluster

#Host name or IP address of managed server participating in the cluster.
WLS_CLUSTER_NODE_HOSTNAME=obdxwls.in.oracle.com

< >
Line: 12/202 Column: 22 Encoding: 1252 (ANSI - Lat

IMPORTANT:

e  Enter the values right after the “="sign
e DO NOT change anything to the left of the “="

e DO NOT change any of the flag values or pre-filled values (such as WLS_JDBC_DIGX_NAME,
WLS_JDBC_DIGX_JNDI, Flag values etc) available in “Factory Shipped” section.

e Ensure there is no blank space after “=" sign, except specific flavor specific configuration

Only below parameters should be set in installer.properties file.
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Installation

DB details
(for Weblogic
RCU and
OBAPI
schema)

Component | Parameter Description Example
Enter the hostname of the
database server which
would host the database
OBAPI_DATABASE_HOSTNA schema for OBAPI and
ME Weblogic RCU 0fss310759
Enter the port number of
OBAPI_DATABASE_PORT the database listener 1521

OBAPI_DATABASE_SID

Enter the Oracle Service
Name for database
instance

obdxdb.in.oracle

.com

OBAPI_DATABASE_SYS_US
ER

Enter the username with
'sys' privileges

Sys

POST_FIX

For OBAPI schema name
like "OBAPI_DEV" POST
FIX is 'DEV'. SHOULD BE
IN UPPERCASE ONLY.

DEV

OBAPI_DBA_DIRECTORY_N
AME

Enter the directory name in
which you want the OBAPI
schema tablespace datafile
to be created. Enter Logical
name (i.e.
DIRECTORY_NAME
column) from
DBA_DIRECTORIES table
NOT the physical path.

OBAPI_DIR

OBAPI_AUDIT_DBA_DIREC
TORY_NAME

Enter the directory name in
which you want the OBAPI
AUDIT tablespace datafile
to be created. Enter Logical
name (i.e.
DIRECTORY_NAME
column) from
DBA_DIRECTORIES table
NOT the physical path.

OBAPI_AUDIT_

DIR

Installation Guide

12



Installation

Component | Parameter Description Example
Enter the hostname for EHMS
EHMS_DATABASE_H | database server
OSTNAME 0fss310759
EHMS_DATABASE P | Eper the port number of EHMS
ORT database listener 1521
Enter the Complete OBAPI-EXT
(B1A1) HostInterfaceschema name
you want installer to create as new
schema.
EHMS_SCHEMA_NAM | s,iouLD BE IN UPPERCASE | EHMS182SCHE
E ONLY. MA
Enter the directory name in which
you want the OBAPI-EXT (B1Al)
EHMS DB schema tablespace datafile to be
details (to created. Enter Logical name (i.e.
be DIRECTORY_NAME column) from
configured | EHMS_DBA_DIRECT | pgA DIRECTORIES table NOT | OPATCH_LOG_
of FLAVOR
as EHMS_DATABASE_S Enter the username with 'sys'
UBS,FCORE | YS_USER privileges Sys
&OBPM)

EHMS_DATABASE_S
ID

Enter the EHMS database Service
Name

obdxehms.in.ora
cle.com

EHMS_HOST_SCHEM

Enter the EXISTING EHMS HOST

A_NAME schema name OBAPIUBS
EHMS_CCY(to be

configured for UBS

and OBPM  HOST | Epter the Country code for EHMS

only) HOME Branch GB

EHMS_HB (to be

configured for UBS

and OBPM HOST | Enter the Branch code for

only) code for EHMS HOME Branch AT3
EHMS_FCORE_FCU | FCORE-FCUBS schema name FCRUBSHOST

BS_SCHEMA_NAME
(to be configured for
FCORE HOST only)

Installation Guide
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Weblogic server
details

Component Parameter Description Example

Oracle Weblogic Middleware home

path. Example

/home/obdxuser/Oracle/Middleware | /home/obdxuse

/Oracle_Home - where you have r/Oracle/Middle

sub-directories like ware/Oracle_H
MIDDLEWARE_HOME | wiserver,oracle_common etc. ome

/home/obdxuserl/j

JAVA_HOME Path where JAVA (JDK) is installed | dk18

Path where OBAPI is to be

installed. All configuration files will

be copied as a sub-directory

“config” under this directory. DO

NOT KEEP
INSTALLATION_HOM | INSTALLATION_HOME AS /home/obdxuser/
E MiddlewareHome. obdx

Path where OBAPI Weblogic

domain should be created. Users

can now enter custom path as per | /home/obdxuser/
WLS_DOMAIN_PATH | their requirements. domains

WLS_CLUSTER_NAME

Name of cluster; this cluster would
have one single managed server.

obdx_cluster

WLS_CLUSTER_NODE
_HOSTNAME

Host name or IP address of
managed server participating in the
cluster. Currently only single
node is supported.

0fss310759

WLS_ADMIN_SERVER
_PORT

Weblogic AdminServer port. It is the
port to access the administration
console of the Weblogic server.
Generally port 7001 is used as the
AdminServer port. Custom port
are supported.

7001

WLS_ADMIN_SERVER
_SSL_PORT

AdminServer SSL port. It is the port
used to securely access (https) the
administration console of the
Weblogic server.

7002

WLS_NODE_PORT

Node Manager Port. It is the port
used by Node Manager to be
configured for OBAPI domain.
Generally, 5556 is utilized as Node
Manager Port. Custom ports are

5556

Installation Guide
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supported.
Managed server name. This will be
the name of the managed server
created in the cluster followed by | clip
WLS_MS_SERVER_NA | indexes. eg- If this is set as ‘clip’
ME managed servers would be clipl.
Managed Server Port. Managed
server will utilize this port for
hosting OBAPI components and
WLS_MS_SERVER_PO | associated resources. Custom
RT ports are supported. 9001
WLS_DOMAIN_NAME Enter Weblogic Domain name. obdx_domainl
Domain user ID. The user id will be
WLS_DOMAIN_ADMIN | ysed to access the Weblogic
_USER Administration console. weblogic
Set the paths for the persistent
WLS—JMS—FILEUPEO store of the FileUpload JMS
AD_Ps  (to € | modules. DO NOT KEEP path as
configured for all | INSTALLATION_HOME or as sub
OBAPI supported | directory inside | /scratch/obdx/
HOST) INSTALLATION_HOME. FileUpload
Set the paths for the persistent
store of the Audit IMS modules. DO
WLS_JMS_AUD_IT_PS NOT KEEP path as
(to be configured | INSTALLATION_HOME or as sub
for all  OBAPI | directory inside Iscratch/obdx/A
supported HOST) | INSTALLATION_HOME. udit
Set the paths for the persistent
WLS—JMS—REPORTBP store of the Reports JMS modules.
s (o € | DO NOT KEEP path as
configured for all | INSTALLATION_HOME or as sub
OBAPI supported | directory inside /scratch/obdx/R
HOST) INSTALLATION_HOME. eports
Set the paths for the persistent
store of the JPA JMS modules. DO
WLS_JMS_JPA_PS | NOT KEEP path as
lgtO be Itlionflgured INSTALLATION_HOME or as sub
or a OBAPI | directory inside
tch/obdx/JP
supported HOST) | INSTALLATION_HOME. fcra ch/obdx/
WLS JIMS EXTSYSRE | Set the paths for the persistent
CEIVER PS store of the ExtSystemReceiver
- _ JMS modules. DO NOT KEEP path
(to be configured | as INSTALLATION_HOME or as /scratch/obdx/R
for all  OBAPI | sub directory inside eceiver

Installation Guide
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supported HOST)

INSTALLATION_HOME.

WLS_JIMS_EXTSYSSE
NDER_PS

(to be configured
for all OBAPI

Set the paths for the persistent
store of the ExtSystemSender JMS
modules. DO NOT KEEP path as
INSTALLATION_HOME or as sub
directory inside

supported HOST) | INSTALLATION_HOME. fﬁé?ﬁh/‘)bd"/ S
STB schema name prefix. If schema
RCU OBAPI_RCU_STB_PR | e fix is 'OBAPI' then 'OBAPI_STB'
EFIX would be the STB schema name. OBAPI_STB
Set username for OBAPI application
Admin user. USERNAME IS CASE
SENSITIVE. In-case of OUD as
provider username should be the
User ID mentioned during user
creation steps mentioned in pre-
OBAPI requisite document (refer To create
Application OBAPI_ADMIN_USER | yser and mapping it to the Group
Administrator NAME section) superadmin
user details
OBAPI_ADMIN_EMAI Enter the Email ID for OBAPI | superadmin@ora
L application admin user. cle.com
Enter the mobile number for OBAPI
OBAPI_ADMIN_CONT application admin user. COUNTRY
ACT_NO CODE IS MUST. +911234567890

Note: Apart from above any other property values should not be modified

Ensure ORACLE_HOME, JAVA_HOME variable are set and their binaries are available in PATH variable

before proceeding.

Login with OS user which was used to perform OBAPI pre-requisite software installation (or has
ownership on Oracle Weblogic home directory)

Ensure OBAPI Installation home and filestore path’s maintained in installer.properties exists and user
running the installer has read-write permissions.
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Installation Steps:

e  From your terminal navigate to <OBAPI INSTALLER DIR>/

e  Enter the following command

python runinstaller.py

Select the appropriate type of Installation

e OBAPI Installation: This option should be used for first-time installation or for first entity only.
Existing installation should not utilize this option unless performing “Reinstall” on already installed
environment.

e New Entity Creation: This option should be used for multi-entity installation only.

Installation Guide 17
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Post selection of installation type.

Select the appropriate host system for Installation

Oracle FLEXCUBE Universal Banking (OBAPI with UBS)

Select Installation mode

Mode of Installation - New Installation

. New installation

In-case of a fresh installation of OBAPI with appropriate host system for the first run on server.

Below screens would appear to taken end-user input

Installation Guide 18
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Enter below passwords:

e  SYS privilege user password where OBAPI schema would be created
¢  OBAPI schema password

e OBAPI STB schema password

e  Weblogic console administrator user password

e  SYS privilege user password where UBS host schema exists

e  Existing UBS HOST schema password

e New OBAPI EHMS schema password

e Password for OBAPI application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Third Party System (OBAPI with THP)

Post Third Party System selection, enter the required credentials details

Installation Guide 19
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Enter below passwords:

e  SYS privilege user password where OBAPI schema would be created
¢  OBAPI schema password

e OBAPI STB schema password

e  Weblogic console administrator user password

OBAPI application admin user password (In-case of OUD as provider, password should similar to
one used while user creation in OUD (or User Password field))

Oracle FLEXCUBE Core Banking (OBAPI with FCORE)

Post Oracle FLEXCUBE Core Banking, enter the required credentials details

Installation Guide 20
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Enter below passwords:

SYS privilege user password where OBAPI schema would be created
OBAPI schema password

OBAPI STB schema password

Weblogic console administrator user password

SYS privilege user password where FCORE host schema exists

New OBAPI EHMS schema password

Password for OBAPI application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBAPI with OBPM)

Enter the required credentials details

Enter below passwords:

SYS privilege user password where OBAPI schema would be created
OBAPI schema password

OBAPI STB schema password

Weblogic console administrator user password

SYS privilege user password where OBPM host schema exists
Existing OBPM HOST schema password

New OBAPI EHMS schema password

Password for OBAPI application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Installation Guide 21
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Mode of Installation — Reinstall

Reinstall

In-case of an existing OBAPI installation that you want to overwrite OR in case of a previously failed
installation user can opt for this option.

Pre-requisites

Weblogic domain processes should be down (i.e. AdminServer, NodeManager, Managed Servers,
Derby etc)

No open session (user should not be logged-in) with OBAPI database schema (and OBAPI EHMS
schema in-case of OBAPI UBS;OBPM and FCORE flavor) and RCU schema.

Over-write the policies files (DayOPolicy.csv; Entitlement.csv; Resources.csv and Task.csv) from
OBAPI Product zip into <OBAPI INSTALLER DIR>/installables/policies directory

Key pointers

OBAPI schema (and OBAPI EHMS schema in-case of OBAPI UBS flavor) and RCU schema would
be dropped and recreated (as per installer.properties). Tablespace would be re-used.

Weblogic domain (as per installer.properties) would be deleted and created again.

Installation Home would be cleaned up (all files/ sub-directories would be deleted) and re-created
again.

Note: All input screens are similar to new installation option and as per the host system opted.
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Installation Status

After selecting the mode and entering all required details, the status is displayed (as shown below) on the
terminal to indicate the progress of the installation.

When the installation completes, the below message is displayed

@ @ebdxwls:/scratch/obd/vd/OBDX_18.3.0.0.0

Home
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Installation using Silent Mode

5. Installation using Silent Mode

This chapter describes how to run the OBAPI installer in silent mode.

What is silent-mode installation?

During installation in silent mode, the installation program reads the details for your configuration
parameters (flavor; mode; passwords etc) from the environment variables (same session in which
installer is executed) and installer.properties that you set before beginning the installation. The
installation program does not display any configuration options during the installation process.

Steps for Silent-Mode Installation
e Download and extract the installer zip file (Base — non localization version).

e Navigate to “<OBAPI INSTALLER DIR>/core/config”

¢  Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBDX_BU)
**Refer to page 9 to 14 (step 4) for filling up installer.properties.

° Set the environment variables , as shown below
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Installation using Silent Mode

Below parameters should be set as environment variables, depending on the Host system the installer
should be executed.

Host Parameter Description Example
FLAVOUR Flavour for export FLAVOUR=UBS
installation or
export FLAVOUR=0BPM

UBS for Oracle or
FLEXCUBE export FLAVOUR=FCORE
Universal Banking
14.3.0.0.0 (OBAPI

Environment with UBS)

variables to

set for flavor:
OBPM for Oracle

FCORE; FLEXCUBE

UBS Universal Banking

(14.3.0.0.0 with Oracle Banking

release) Payments

OBPM(14.3.0.0 14.3.0.0.0 (OBAPI

.0) with OBPM)
FCORE for Oracle
FLEXCUBE Core
Banking 11.7.0.0.0
(OBAPI with
FCORE)

MODE Mode of installation. | export MODE=New

‘New’ in-case of a
fresh installation of
OBAPI for the first
run on server
‘Clean’ in-case of
an existing OBAPI
installation that you
want to overwrite
OR in case of a
previously failed
installation or re-
installation

or
export MODE=Clean

DB_SYS_PASSWORD

Sys user password
of OBAPI database
(Existing)

export
DB_SYS_PASSWORD=0bdx182sys

SCHEMA_PASS

Password for new
schema on OBAPI
database

export SCHEMA_PASS=obdx#182

STBPassword

Password for RCU

export

Installation Guide
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Installation using Silent Mode

STB schema STBPassword=obdx182#stb
DomainPassword Password for export
Weblogic DomainPassword=wlsadmn
Administrator
console
EHMS_DATABASE_SYS_PA | Sys user password | export
SS of EHMS HOST EHMS_DATABASE_SYS_PASS=obdx
database (Existing) | ehmssys
EHMS_HOST_SCHEMA_NAM | Password of export

E_PASS

** Only required for
UBS & OBPM Host.
Ignore this
parameter in-case of
FCORE Host

existing EHMS
HOST schema
(Existing)

EHMS_HOST_SCHEMA_NAME_PASS
=obdxehmshost

EHMS_SCHEMA_PASS

Password for new
OBAPI EHMS
schema on EHMS
HOST database

export
EHMS_SCHEMA_PASS=0bdx182ehm
s

DBAuthPassword

Password for new
OBAPI
Administrator user
of OBAPI
application (In-case
of OUD as provider,
password should
similar to one used
while user creation
in OUD(or User
Password field))

export
DBAuthPassword=obdxadmn

Environment
variables to
set for flavor:

OBAPI (Third-
party HOST)

FLAVOUR

Flavour for
installation

‘OBAPYI’ for Third
Party System 1.0
(OBAPI with THP)

export FLAVOUR=0BAPI

Mode

Mode of installation.

‘New’ in-case of a
fresh installation of
OBAPI for the first
run on server

‘Clean’ in-case of
an existing OBAPI
installation that you
want to overwrite
OR in case of a
previously failed
installation or re-

export MODE=New
or
export MODE=Clean

Installation Guide
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Installation using Silent Mode

installation

DB_SYS_PASSWORD

Sys user password
of OBAPI database
(Existing)

export DB_SYS_PASSWORD=
obdx182sys

SCHEMA_PASS

Password for new
schema on OBAPI

export SCHEMA_PASS=obdx#182

database

STBPassword Password for RCU export STBPassword=obdx#stb
STB schema

DomainPassword Password for export
Weblogic DomainPassword=wlsadmn
Administrator
console

DBAuthPassword Password for new export
OBAPI DBAuthPassword=obdxadmn

Administrator user
of OBAPI
application (In-case
of OUD as provider,
password should
similar to one used
while user creation
in OUD(or User
Password field))

Run the runinstaller.py file with *--silent * argument along with ‘--base’ option

Installation Status

The status is displayed on the terminal to indicate the progress of the installation.

Installation Guide
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Installation using Silent Mode

When the installation completes, the below message is displayed

EP PuTTY (inactive) -

Home
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Installer Verification

Each execution creates a new directory as <DDMonthHHMM> under

Installer Verification

<OBAPI

DIR>/ExeclInstances directory where installer execution logs as described below are stored.

Log Description

PATH

Summarized Installer Activity Log

<OBAPI INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/obdx _installer.log

Summarized Database Logs

<OBAPI INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/DB_installation.log

Detailed OBAPI DB Logs per SQL
file

<OBAPI INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/OBAPI/*

Detailed EHMS schema Logs per
SQL file (specific to EHMS host
system only)

<OBAPI INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/<EHMSHOST>/*

<EHMSHOST?> - values such as; FCORE; OBPM;; UBS

RCU Logs

<OBAPI INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/app/obdx_stb_rcu_1600.log

Weblogic Configuration Logs

<OBAPI INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/app/obdx_wIs_post.log

Detailed OBAPI
logs

policy seeding

<OBAPI INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/Entitlement.log

<OBAPI INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/Task.log

<OBAPI INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/Dashboard_seed.log

Note: Check for SEVERE keyword; If found refer to Troubleshot
section to re-run the policy

Policy seeding execution Log

<OBAPI INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/seedPolicies.log

Note: Should be empty if no errors during policy execution. In-
case non-empty refer to Troubleshot section to re-run the policy

Check all the logs for any errors.

Installation Guide
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Installer Scope

7. Installer Scope

OBAPI Installer currently covers below activities:
Flavor: Third Party system (OBAPI with THP)

New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
Grants \ \
OBAPI DB Setup
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
Policy Seeding \ \
\ (drop and re-
RCU schema and create RCU
Create Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Managed Server and
OBAP! with Cluster \ \
THP .
Configure NodeManager | V \
Configure JDBC \ \
Weblogic Setup and
Configuration Configure DB
Authenticator, JMS
servers, Persistent
stores and JMS Modules | V \
Application Deployment | v \
JTA V V
Enable Production Mode | \
Start AdminServer and
NodeManager \ \
\ (Delete old
OBAPI and copy hew
Configuration Copy config files into from installer
OBAPI Installation Home | zip)
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Flavor: Oracle FLEXCUBE Universal Banking (OBAPI with UBS)

Installer Scope

Detailed Activity New
Flavor Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
Grants \ \
Load DB object
OBAPIDB Setup | pp s and DML's) | N
Execute UBS HOST
specific scripts \ \
Compile Schema \ \
Policy Seeding \ \
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
OBAPI with EHMS DB Setup | Grants \ \
UBS
(14.3.0.0.0 Load DB object
version) (DDL's and DML's) \ \
Compile Schema \ \
\ (drop and re-
RCU schema and create RCU
Create Domain \ schema’s)
Create and
Configure
AdminServer,
Machine, Managed
Weblogic Setup | Server and Cluster \ \/
and Configuration ]
Configure
NodeManager \ V
Configure JDBC \ \
Configure DB
Authenticator, IMS
servers, Persistent J J
stores and JMS
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Installer Scope

Detailed Activity New
Flavor Activity List Installation Reinstall
Modules
Application
Deployment \ \
JTA V V
Enable Production
Mode \ \
Start AdminServer
and NodeManager \ \
\ (Delete old
OBAPI Copy config files into and copy new
Configuration OBAPI Installation from installer
Home \ zip)
Flavor: Oracle FLEXCUBE Core Banking (OBAPI with FCORE)
New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
Grants \ \
OBAPI DB Setup
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
OBAPI with . .
FCORE Policy Seeding \ \
Create Tablespace \ NA
Create Schema and v (drop and re-
Role S create objects)
EHMS DB Setup | Grants \ \
Load DB object (DDL's
and DML's) \ V
Compile Schema \ \
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Installer Scope

New
Flavor Activity Detailed Activity List Installation Reinstall
\ (drop and re-

RCU schema and create RCU

Create Domain \ schema’s)

Create and Configure

AdminServer, Machine,

Managed Server and

Cluster \ \

Configure

NodeManager \ \

Configure JDBC \ \
et e | contaure

Authenticator, JMS

servers, Persistent

stores and JMS

Modules \ \

Application Deployment | \

JTA V V

Enable Production

Mode \ \

Start AdminServer and

NodeManager \ \

\ (Delete old

OBAPI Copy config files into and copy new
Configuration OBAPI Installation from installer

Home \ zip)

Flavor: Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBAPI with OBPM)

New
Flavor Activity Detailed Activity List Installation | Reinstall
Create Tablespace S NA
OBAP! with v (drop and re-
wit Create Schema and Role | V create objects)
OBPM
OBAPI DB Setup
(14.3.0.0.0 Grant N N
version) rants
Load DB object (DDL's
and DML's) \ \/
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Installer Scope

Installation Guide

New
Flavor Activity Detailed Activity List Installation | Reinstall
Execute OBPM HOST
specific scripts \ \
Compile Schema \ \
Policy Seeding \ \
Create Tablespace \ NA
\ (drop and re-
Create Schema and Role | create objects)
EHMS DB Setup | Grants \ \
Load DB object (DDL's
and DML's) \ \/
Compile Schema \ \
\ (drop and re-
RCU schema and Create create RCU
Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Managed Server and
Cluster \ \
Configure NodeManager | v \
Configure JDBC \ \
Weblogic Setup
and Configuration | Configure DB
Authenticator, JMS
servers, Persistent stores
and JMS Modules \ \
Application Deployment | v \/
JTA V V
Enable Production Mode | v \
Start AdminServer and
NodeManager \ V
\ (Delete old
OBAPI and copy new
Configuration Copy config files into from installer
OBAP!I Installation Home | V zip)
34
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Post Installation Steps

Once Installation is successful and no errors are observed, proceed with below set of steps.

Login Weblogic Admin console.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restaris

Click the Lock & Edlit button to modify, add or
delete items in this domain,

Lock & Edit

Release Configuration

Domain Structure
InstallerTest
B3-Domain Partitions

B-Diagnostics

HowdoI... =]

= Search the configuration
s Use the Change Center
« Record WLST scripts

® hanne Consnle nreferencec

In the left panel of the Console, Click on Deployments, A table

Q Home Log Out Preferences Record Help

Home
Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oracle Enterprise Manager

Domain Configurations

Domain
* Domain

Domain Partitions
« Domain Partitions
= Partition Work Managers

Environment
® Servers
= Clusters
= Server Templates

Applications and Application Modules.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £dit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
InstallerTest
H-Domain Partitions

E‘"Securlty Realms
Hr-Interoperability
HH-Diagnostics

HowdoL.. =]

= Szarch the configuration

Installation Guide

Q Home Log Out Preferences Record Help

Home
Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oracle Enterprise Manager

Domain Configurations

Domain
= Domain

Domain Partitions
= Domain Partitions
= Partition Work Managers

Environment

- Comimee

General Information

= Common Administration Task Descriptions
= Read the documentation

» Ask a guestion on My Oracle Support

Resource Group Templates
» Resource Group Templates

Resource Groups
* Resource Groups

Deployed Resources
+ Deployments

Services
« Messaging

General Information

= Commen Administration Task Descriptions

= Read the documentation
= Ask a question on My Oracle Support

Resource Group Templates

* Resource Group Templates

Resource Groups
= Resource Groups

Deployed Resources
= Deployments

in the right pane

Post Installation Steps

Welcome, weblogi

Interoperability
= WTC Servers
= Jolt Connection Pools

Diagnostics
Lag Files
Diagnostic Modules

Built-in Diagnostic Modules

Dizgnostic Images

Request Performance

Archives

displays all deployed Enterprise

Welcom

Interoperability
= WTC Servers
= Jolt Connection Poo

Diagnostics
= Log Files
= Diagnostic Modules
= Built-in Diagnostic M
s Diaanastic Tmanes
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Post Installation Steps

In the table, locate the oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) library to re-target and click on its name.

(0] tjoracle.bi.jbips(l 1.1.1,0.1) Active Library AdminServer | Global 100
g t;uloracle.dconﬁgfmﬁa(z.ﬂ,]2.2.1] Active Library Adminserver | Global 100
] tloracle.jrf‘system‘mter Active Library AdminServer | Global 100
O | wpyoraclejsp.next(12.2.1,12.2.1) Active Library AdminServer | Global 100
(3] 'joracle.pwdgen[z.u, 12.2.1) Active Library AdminServer | Global 100
] Eloracle.sdp‘clienttz.o, 12.2.1.3.0) Active Library AdminServer | Global 100
[ | wpyorade.sdp.messaging(2.0,12.2.1.3.0) Active Library AdminServer | Global 100
@ tjoracle.weh center.composer(2.0,12.2.1) Active Library AdminServer | Global 300
] 'joracle.weh center.skin(2.0,12.2.1) Active Library AdminServer | Global 300
@ '30racle.wsm‘console.core.wew(l.o,lzz.la) Active Library AdminServer | Global 311
I o 'joracle.wsmJdmrest.sharedllb(l.0,12.2.1.3) Active I Library AdminServer | Global 100
@ 'joracle.wsm‘seedpnhcles(Z.D, 12.2.1.3) Active Library AdminServer | Global 100
[ | ipyoraildn-adf(11,11.1.1.1.0) Active Library AdminServer | Global 100
(3] tlowasp‘esap\(lo,lzz.l) Active Library AdminServer | Global 100
[m] @ state-management-provider-memory-rar Active | ¥ 0K gs:z';;e AdminServer | Global 100
| UIX(1L,12.2.2.3.0) Active Liorary | AdminServer | Global 100
(D] rEwsm-pm New ig:)e“'gart'f;n obdx_cluster | Global 5

Click on Lock & Edit

ORACLE WebLogic Server Administration Console 12¢ _

Record Help Q Welcome, weblogi

Cchange Center @ Home Log Out Preferences

TE TS aT E3 Home >Summary of Environment »Summary of Deployments >oracle.wsm.idmrest sharedlib(1.0,12.2.1.3)

Click the Lock & Editbutton to madify, add or Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
dd o

Overview | Targets | MNotes

Lock & Edit
Release Configuration Click the Lock & Edit button in the Change Center to modify the settings on this page.
Save

Domain Structure
InstallerTest
+-Domain Partitions
Br-Environment

Use this page to view and edit general configuration information about this Java EE library, such as its name, path to the source of the application, and staging mod
Deployment Order field to change the order that the library is deployed at server startup, relative to other deployments.

—Deployments

TServices Name: oracle.wsm.idmrest sharedlib The name of this Java EE library. More Info...

~~Security Realms

*H-Interoperability Scope: Global Specifies if this library is accessible within the domi

+Diagnostics resource group template. More Info...
Specification 1.0 The specification version, specified from the manifi
Version: deployment. More Info...
Implementation 12.2.1.3 The implementation version, specified from the ma
Version: during deployment. More Info...
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Post Installation Steps

Click on Targets Tab

ORACLE WebLogic Server Administration Console 12¢ _

Change Center Q Home Log Out Preferences

Record Help Q Welcome, weblo
e T 5 Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest sharedlib(1.0,12.2.1.3)
MNo pending changes exist, Click the Release Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Configuration button to allow others to edit the
domain. Overview | Targets | Notes
Lock & Edit —
Save : Tab

Release Configuration

- Use this page to view and edit general configuration information about this Java EE library, such as its name, path to the source of the application, and stagin
Domain Structure Deployment Order field to change the order that the library is deploved at server startup, relative to other deployments.
InstallerTest

E-Domain Partitions

o Name: oracle.wsm.idmrest.shared|ib The name of this Java EE library. More Infi
B-Environment
Deployments R B
BServices Scope: Global Specifies if this library is accessible within th
T resource group template. More Info...
i~Security Realms
e .
.i}rlr!temper.ahwllw Specification 1.0 The specification version, specified from the
Diagnostics Version: deployment. More Info...
Implementation 12.2.13 The implementation version, specified from
Version: during deployment. More Info...
Path: | homef devup;l Dradg/ Middlgwarg:f‘DradE_Hume/ orade_common/ modules/ oracle. ‘[he path to thgsgurce of the deployable un
<
100 2Ndn 10 1782 x GRfax

In the Servers box, select Cluster if it is not already selected and click Save.

ORACLE WebLogic Server Administration Console 12¢ _

Change Center @ Home Log Out Preferences Record Help Q Welcome, wi
e e s Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
No pending changes exist. Click the Release Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Configuration button to allow others to edit the

omain, Overview = Targets | Notes

Lock & Edit
Save
Release Configuration
Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.

Domain Structure
InstallerTest

*-Domain Partitiens Servers

#-Environment.

—Deployments ¥ aAdminServer

*-Services

3"Secunty Real}'us Clusters
#-Interoperability
BJ-Diagnostics ¥/ obdx_cluster

® All servers in the cluster
! Part of the cluster
" obdx_serverl
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Click on Activate Changes.

ORACLE WebLogic Server Administration Consols 12¢

Post Installation Steps

Welcome, weblogic ‘ Connect

Change Center @ Home Log Qut Preferences Record Help
View changes and restarts Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Messages
L L o e e
take effect « Settings updated successfully.

o Activate Changes

Undo All Changes

Domain Structure
stallerTest
Domain Partitions
Environment
Deployments
Services
‘Security Realms
Tnteroperability
Diagnostics

Click on Home Tab

Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Overview | Targets | Notes

Save

Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.

Servers

¥ AdminServer

Clusters

“ obdx_cluster
* All servers in the cluster
Part of the cluster

ORACLE WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

Click the Lock & Edlit button to modify, add or Messages

delete tems in this domain,

Lock & Edit

Release Configuration

Settings for WLSSchemaDataSource

Domain Structure
InstallerTest
*-Domain Partitions
F-Environment
;L"Deplnymems
H-services
E‘"Secur\ty Realms
B-Interoperability
#-Diagnostics

Configuration = Targets = Monitoring

Save

Log Out Preferences Record Help

o All changes have been activated. No restarts are necessary.

Click the Lock & Edit button in the Change Center to modify the settings on this page.

This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.

Servers

#' AdminServer

Clusters

Installation Guide

¥ ohdx_cluster

HB! Ummary of Environment >=Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) >Summary of Services >Summz
JDBC Data Sources >WILSSchemaDataSource

38



In the left panel of the Console, Click on Services,

ORACLE WebLogic Server Administration Console 12¢

Post Installation Steps

Change Center

View changes and restarts

Click the Lock & Edfit button to madify, add or

delete items in this domain.

[ Lock & Edit

@ Home Log Out Preferences

Record Help Q

Home >Summary of E >Summary of Depl oracle.wsm.dmrest.sharedlib(1.0,12.2.1.3)

Messages

” All changes have been activated. No restarts are necessary.

Release Configuration

Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Overview | Targets | MNotes

Domain Structure

InstallerTest
#-Domain Partitions

FEnvironment

E-Interoperability
&+-Diagnostics

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.

Servers

“' AdminServer

Clusters

4

Click on Data Sources

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £diit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

obdx_cluster
o an

Welcome, wehlngic| |

@ Home Log Out Preferences

Record Help

Home =Summary of Environment >Summary of Depl orach idmrest.sharedib(1.0,12.2.1.3) y of Services

Summary of Services

Use these sections of the Administration Console to configure WeblLogic Server services.

Section Description

Domain Structure
InstallerTest
F-Domain Partitions
F-Envirenment
~Deployments
*-Services
r=Security Realms
- Interoperability
+Diagnostics

Installation Guide

WebLogic IMS is an enterprise-class messaging system that fully supports the JMS specification, and which also provides numerous extensions that g
standard IMS APIs. It is tightly integrated into the WebLogic Server platform, allowing you to build highly secure Java EE applications that can be eas
administered through the WebLogic Server console. In addition to fully supporting XA transactions, WebLogic JMS also features high availability throu
g | Service migration features while also providing seamless interoperability with other versions of WebLogic Server and third-party messaging vendors.

Messaging

T
Data Data sources enable you to configure database connectivity in your WebLogic domain. Data sources provide database connection pooling and connec
Sources data sources provide load balancing and failover between data sources, which can be connected to different backend resources.
;:5‘&5;9"[ A persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be either a JDBC-accessible database ¢
Foreign A foreign JNDI provider reprasents a JNDI tree that resides outside of a WeblLogic Server environment. This could be 3 INDI tree in a different server
INDI an external Java program. By setting up a foreign JNDI provider you can lookup and use a remote object with the same ease as using an object bour
Providers server instance.
Work Work Contexts allow developers to define properties which implicitly flow across remote reguests and allow downstream components to work in the ¢
Contexts dlient.
XML The XML Registry is a fadility for configuring and administering the XML resources of an instance of WebLogic Server. XML resources in WebLogic Ser

Registries | used by an application to parse XML data, the transformer used by an application to transform XML data, external entity resolution, and caching of e

XML Entity | XML Entity Caches store external entities that are referenced with a URL or 2 pathname relative to the main directory of the EAR archive. Caching ext
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Post Installation Steps

Locate WLSSchemaDataSource to change target ,click on its name

—Deployments
*rServices Data Sources (Filtered - More Columns Exist)
~-Security Realms N N -
- nteroperabilty Click the £ock & Edit button in the Change Center to activate all the buttons on this page.
E-Diagnostics
New v | [Delete Showing 1to 9 of 9 Previc
Name & Type INDI Name Targets
BATCH Generic BATCH obdx_cluster
DIGX Generic DIGX. obdx_cluster
How do L., =] LocalSveTblDataSource Generic jdbe/LocalSvcTbiDatasource AdminServer
mds-owsm Generic jdbe/mds/owsm AdminServer, obdx_cluster
= Create JDBC generic data sources -
+ Create JDBC GridLink data sources HONXA Generic MONXA obéx_duster
« Create JDBC multi datz sources opss-audit-DBDS Generic Jdbe/AuditAppendDatasource AdminServer, obdx_duster
« Create UCP data sources opss-audit-viewDs Generic jdbe/AuditVienDataSource AdminServer, obdx_dluster
* Create Proxy data sources opss-data-source Generic jdbe/OpssDataSource AdminServer, obdx_cluster
| [ vnsschemaDatasource | Generic jdbg/WLSSchemaDataSource
(=]
System Status New v | [ Delete Showing 1to 9 of 9 Previc
Health of Running Servers as of 7:08 AM
Failed (0}
Critical (0)
Qverloaded (0)
Warning (0)
[ (1)
Click on Targets Tab
ORACLE webLogic Server Administration Console 12¢ -
Change Center @ Home Log Out Preferences [ Record Help Q
£ — y— y (LOLLLL: . .
Ty SR ace el Feetarte Home >Summary o >Summary of >orade.wsm.idmrest sharediib{1.0,12.2.1.3) >Summary of Senvices >Summary of JDBC D

Click the Lock & Edit button to modify, add or Settings for WLSSchemaDataSource
delete items in this domain.
Configuration | Targets WMonitoring  Control ~ Security = Notes

Lock & Edit
Release Configuration I General =~ Connection| Ty gets- Tab | | ONS | Transaction | Diagnostics | Identity Options
Domain Structure Click the Lock & Edit button in the Change Center to modify the settings on this page.
InstallerTest Save

E-pomain Partitions

Applications get a database connection from 2 data source by looking up the data source on the Java Naming and Directory Interface (INI
data source provides the connection to the application from its pool of database connections.

This page enables you to define general configuration options for this JDBC data source.

- Interoperability
B-Diagnostics

Name: WLSSchemaDataSource A unique name that iden
domain. More Info...

Datasource Type: GENERIC The data source type. Vi

Scope: Global The scope in which the ¢
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Post Installation Steps

Click on Lock & Edit

ORACLE WebLogic Server Administration Console 12¢ ]
Change Center & Home Log Out Preferences Record Help L |
View chanaes and restarts Home >Summary of >Summary of Deploy >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) >Summary of Services >Summary
Click the Lock & Egit button to modify, add or Sellings for WLSSchemaDataSource
dulakat e doco-t
Configuration = Targets = Monitorin Control | Secu Notes
I [ Lock & Edit | J L 2 L7
Release Configuration Click the Lock & Edit button in the Change Center to modify the settings on this page.
Save
Domain Structure
InstallerTest
B-Domain Partitions This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.
&"Envlrcnment
{“Deployments
B-Services ST
:‘"Sccurm« Realms
- Interoperability AdminServer
B-Diagnostics
Clusters
obdx_cluster
All servers in the cluster
Part of the cluster
obdx_serverl

In the Servers Box, select AdminServer & OBAPI Cluster and Click on Save

ORACLE WeblLogic Server Administration Console 12¢

Change Center & Home Log Out Preferences Record Help Q

Home >Summary of Environment >Summary of Deployments >orade.wsm.idmrest.sharedlib{1.0,12.2.1.3) >Summary
View changes and restarts JDBC Data Sources >WLSSchemaDataSource

Mo pending changes exist. Click the Release ,
Configuration button to allow others to editthe |  Settings for WLSSchemaDataSource

domain.
Configuration = Targets = Monitoring ~ Comtrol ~ Security = Motes
Lock & Edit
Release Configuration | Save
Domain Structure This page allows you to select the servers or dlusters on which you would like to deploy this JDBC data sow
InstallerTest
#-Domain Partitions
B4~ Environment Eocvers
i--Deployments
E-Services ¥ AdminServer

t=-Security Realms
B Interoperability
BH-Diagnostics

Clusters

) obdx_cluster
*' All servers in the cluster
Part of the cluster
" obdx_serverl
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Click on Activate Changes

ORACLE WebLogic Server Administration Console 12¢

‘Change Center

View changes and restarts

Pending changes exist. They must be activated
o

m Home Log Out Preferences

Messages

o Activate Changes

I ” Settings updated successfully.

Undo All Changes

Domain Structure
InstallerTest

3 Domain Partitiens
E Environment
t--Deployments

:ﬂ Services

Security Realms
B}-Interoperability
B1-Diagnostics

Configuration | Targets

Save

Monitoring

Record Help Q

Settings for WLSSchemaDataSource

Control | Security |~ Notes

Servers

¥ AdminServer

Clusters

¥ obdx_cluster

Pt f bl

All servers in the cluster

This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.

Outbound credential mappings

Login Weblogic Admin Console. Click on Deployments.

Change Center
View changes and restarts

Click the Lock & Ecit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
BDX_INS_TEST
+-Domain Partitions
&F-Environment
~Deployments
#-Senvices
—Security Realms
B~ Interoperability
TDiagnostics

HowdoI... =]

« Search the configuration
* Use the Change Center

= Rarnrd IMIST corinte

Installation Guide

& Home Log Out preferences Record Help

>com.ofss.digx.app.

Q

nnector >Roles com.ofss.dig

nnector.rar >Summary of D

Post Installation Steps

Wele

Home >Summary of Environment >Summary of Deployments -oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) »Summary of Services >Summary of JDBC Data Sou
JDBC Data Sources >WLSSchemaDataSource

Welcome, weblogic | Connected to: OB

Home >Summary of De
D >com.ofs

Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oracle Enterprise Manager

Domain Configurations

Domain
* Domain

Domain Partitions
= Domain Partitions
« Partition Work Managers

Environment
* Servers

of

General Information

= Common Administration Task Descriptions
= Read the documentation

= Ask 3 question on My Oracle Support

Resource Group Templates
= Resource Group Templates

Resource Groups
- Resource Groups

Deployed Resources
« Deployments

>

m.ofss.digx. connector.rar >Roles >Summary of

Interoperability
* WTC Servers
= Jolt Connection Pools

Diagnostics

+ Log Files

- Diagnostic Modules

+ Built-in Diagnostic Modules
+ Diagnostic Images
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Click on com.ofss.digx.app.connector > com.ofss.digx.connector.rar

i 1 adt.oracle.domain.webapp. -bundle(1.0,1. 1.3.0, . AUTTINESEN ver
[ Waming (0} O [ oy 8 Active Library netallerTest | Global 100
[ ) d
) | wpyadf.oracle.domain.webapp.guava(1.0,12.2.1.3.0) i nGeINe
O | iy Active Lbrary | ot lorreat | Global 100
(7 | ay2df.oracle.domain.webapp. xml-apis-ext(1.0,12.2.1.3.0 . AdminServer,
O | iy Active Library Installertest | Global 100
& | @ = pudi ] Enterprise
1) | B R AuditMDEEAR Active | & OK | y0 i tion | InstallerTest | Global 100
= - Enterprise
5 PR BatchResourceAdapter Adive | ¥ 0K | SRS | InstallerTest | Global 100
{@ coherence-transaction-rar Active | ¥ OK E;:t;ge ;:mﬁesél::{ Glabal 100
o i ; Enterprise
= [ com ofss.dig. apo. connector Actve | ¥ 0K Application | InstallerTest | Global 100
B Modules
om.ofss. digx.connector.rar Respurce
“ Adapter
£ ElBs
None to display
£ Web Services
None to display
o DMS Application (12.2.1.1.0) Active | # 0K :"D‘;hhiamn ;fg‘a‘h‘;*}“e's( Global 5
0| mm . Enterprise
O |@gem Active | % OK spplication | AdminServer | Global 400
[ | ipyemagentsdkimplpriv_jar(12.4,12.1.0.4.0) Active Library Adminserver | Global 100

Click on Security Tab > Outbound Credential Mappings

ORACLE WebLogic Server Administration Console 12¢ _

Change Center @ Home Log Out Preferences

Record Help Q Welcome, weblogic ‘ Connected

Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles >Summary of Ds >com.ofss.digx.connector.rar >Summary of =summary of
View changes and restarts Deployments »com.ofss. digr.app.connector »Summary of Deployments > com.ofss.digx.connector.rar

Click the Lock & Editbutton to modify, 2dd or N "
delete items in this domain, Settings for com.ofss.digx.connector.rar

Lock & Edit Overview Configuration Control | Testing | Monitoring

Release Configuration

This page displays basic information about this resource adapter.
Domain Structure

BDX_INS_TEST
- Domain Partitions Name: com.ofss.digx. connector.rar The name of this application deployment. More Info...

Source Path: i Jupload//com.ofss.digx.app.connector/app/com.ofss.digx.2pp.connector.ear  The path to the source of the deployable unit on the Ac
Server. More Info..

~Security Realms
&-Interoperability
BF-Diagnostics

Click on New

ORACLE WabLogle Sever sdmwieaton Grece 12 I

Change Center @ Home Log Out Preferences [&] Record Help Q Welcome, wehlnglc‘Conneded to: OBDX_INS
Home Summary of Deployments com.ofss.dig. connector.rar >Roles > Summary of Deployments >com.ofss.dig.connector.rar >Summary of Environment Summary of
View changes and restarts Deployments = com.ofss di nnector >Summary of Deployments >com.ofss.d tor.rar
Click the Lock & Editbutton to modify, 2dd or .
delete items in this domain. Settings for com.ofss.digx.connector.rar
Lock & Edit Overview | Configuration | Security =~ Control | Testing | Monitoring

Release Configuration

Roles | Policies | Outbound Credential Mappings = Inbound Principal Mappings | Principals

Domain Structure

BDX_INS_TEST Outhound credential mappings let you map WebLogic Server usernames to usernames in the Enterprise Information System (EIS) to which you want to connect using a resource adapte
HH-Domain Partitions You can use default outbound credential mappings for all outbound connection pools in the resource adapter, or specify particular outbound credential mappings for individual connectic
E pools. This page contains the table of outbound credential mappings for this resource adapter.
BH-Environment
“Deployments
B-Services I Customize this table
~Security Realms
B Interoperability uthound Credential Mappings
+Diagnostics
New || Delete Showing 0 to 0 of 0 Previous | N
1| WLS User & EIS User Outbound Connection Pool
‘There are no items to display
New | [ Delete

Showing 0 to 0 of 0 Previous | N

Select ra/DIGXConnectorAES > Next
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View changes and restarts

Click the Lock & £dibutton to modify, add or
delete items in this domain,

Lock & Edit

Release Configuration

Domain Structure
OBDX_INS_TEST
“-Domain Partitions
BHEnvironment
~Deployments
BHServices
—Security Realms
- Interoperability

Post Installation Steps

Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles >Summary of Deployments »>com.ofss.digx.connector.rar >Summary of Environment >Summary of

Deployments >com.ofss.digx.app.connector >Summary of Deployments >com.ofss.digx.connector.rar

Create a New Security Credential Mapping
Back] [ Next ‘ Finish |Cancel

Outbound Connection Pool

Which Outbound C

[ Customize this table

Create a New Security Credential Map Entry for:

ection Pool wauld you like the credential map to be associated with? Selecting Resource Adapter Default will configure the credential mapping for ll Dutbound
Connection Pools in this resource adapter. Each Outbound Connection Pool can then configure themselves to overide these credentials.

Showing 1 to 10 of 11 Previous

| | Outbound Connection Pool &

1-Diagnostics
I ¥ | ra/DIGXConnectorAES |
[ | r2/DIGXConnectorAPNS
(1 | ra/DIGXConnectorBIREPORTS
[ | ra/DIGXConnectorFCM
e = 1| ra/DIGXConnectorFILEUPLOAD

+ Create outbound credential mappings

System Status =

Health of Running Servers as of 10:57 AM

)| ra/DIGXCi REST

(] | ra/DIGXConnectorIPM_OBDX_BU

()| ra/DIGXConnectorIPM_OBDX_BUL

]| ra/DIGXConnector]WTOKEN

() | ra/DIGXConnectorMERCHANT

Select “Default User” > Next

View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OBDX_INS_TEST
E+-Domein Partitions
EEnvironment

i~ Deployments
-Services
Security Realms.
B-Tnteroperability
H+-Diagnostics

How do I... =]

= Create outbound credential mappings

System Status 5]

Health of Running Servers as of 10:59 AM

Installation Guide

Home >Summary of Deployments >com.afss. digx.connector.rar >Rales >Summary of D
Deployments >com.ofss.digx.app.connector >Summary of Depl >t ofss.di

Create a New Security Credential Mapping
Back | | Next |F\msh ‘ Cancel

WeblLogic Server User

>Summary of

Select the WebLogic Server user that you would like to map an EIS user to. Selecting 'User for creating initizl connections will configure the user that will be used for creating
connections when the resource adapter is first started. Selecting 'Default User’ will configure the user that will be used as the default for any authenticated WebLogic Server 1
does not have z credential mapping specifically for them. Selecting User for unauthenticated user’ will configure the user that will be used for 2n unauthenticated WebLogic ¢
you select 'Configured User’ you must type in the WebLogic Server user that you are configuring. This user must be a configured WebLogic Server user.

tial connections

User for creating i

Unauthenticated WLS User
Configured User Name

WeblLogic Server User Name:

Back | | Next |F\m5h ‘ Cancel
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Enter “EIS User Name” should be set to AES_KEY

Enter “EIS Password” . Password should be any 16 characters.

ORACLE weblLogic Server Administration Console 12c

Change Center @ Home Log Out Preferences Record Help Q
View changes and restarts Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles
Click the Lock & Fdit button to modify, add or Create a New Security Credential Mapping

delete items in this domain.
Lock & Edit Back | | Next | Finish | Cancel

Release Configuration EIS User Name and Password

- Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
Domain Structure

* Indicates required fields
OBDX_INS_TEST

BH-Domain Partitions

F-Environment Enter the EIS User Name:
“Deployments
B-Services “ EIS User Name:

“Security Realms

E-Interoperability

i Enter the EIS Password:
#-Diagnostics

* EIS Password:

* Confirm Password::

Back | | Next |F|n|sn |Cance\
How do L.. =

+ Create outbound credential mappinas

Post Installation Steps

Welcome, webl

Click ‘Finish’

Back | | Mext Cancel

EIS User Name and Password

Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
* Indicates required fields

Enter the EIS User Name:

* EIS User Name: AES_KEY

Enter the EIS Password:

* EIS Password:

* Confirm Password::

Back | | Mext ‘ Finish |Cam:el

Check AES_KEY mapping is created successfully.

[ Customize this table

‘Qutbound Credential Mappings

New | | Delete

WLS User &% EIS User

‘Outbound Connection Pool

Default

AES_KEY ra/DIGXConnectorAES

New | | Delele
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Post Installation Steps

Apply JRF Template

To apply JRF template follow below steps.

e To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console
using the following URL:

http://<hostname>:<admin_port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBAPI domain (created via installer), just replace the “/console” with “/em”.

SIGNIN TO

Domain Domain_OBDX182_UBS140
~ User Name
* Password

(] Login to Partition

Signin

e Enter Weblogic administrator username and password (same used for Weblogic administrator
console login)

SIGN IN TO

Domain  Domain_OBDX_INS_TEST
" User Name  weblogic
* PasSWOrd  sesseess

(] Login to Partition

e Click on Sign In
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ORACLE Enterprise Manager Fusion Middleware Control 12¢

= OBDXINS TESTO

€ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.

Administration Server

Name Admingerver

Host  obdxwis in.oracle.com

Listen Port 9001

Clusters SSL Listen Port 9002
) Servers
Unknown
View w Create Delete  Control w B
Name Status  Cluster Machine
Deployments
AdminServer(admin) +

7 bown » OBDX_INS1 ¥ InstallerTest Host1
Tuw

Rows Selected 1 Columns Hidden 33

e  Click on the Managed Server (as highlighted below)

Servers

View v Control v Ef
Name Status Cluster Machine
AdminServer{admin) 4+

_ ¥ InstallerTest Host1

Post Installation Steps

1 WebLogic Domain v weblogic ¥

Tav BAv |AutoRefresh Off v

Jul 23, 2017 11:43:52 AM UTC 0

=
Hea
B CPU
Listen Port Usag
Usage (%) (ME
9001 14.99 596.5

9003  Unavailable  Unavailab

3

Servers 20f2
Health Listen Port
oK 900
Unknown 9003

Note : Depending on installer.properties, Managed server will differ from above screenshot.
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ORACLE’ i Fusion Mi Control 12¢

WebLogic Domain v weblogic ¥ -

== § OBDX INS1 O

Ty EAv |AubRefresh OF v
FE WebLogic Server v Start Up Shut Down

Jul 23, 2017 11:47:46 AM UTC 0
@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template
@ Information

Certain functionality en this page is available only when you ewn the edit session lock. To obtain the lock, click "Lock and Edit™ in the Change Center menu.

Monitoring

General Response and Load

Metrics are unavailable. Apply Version 122120
the JRF Template.

State  Shutdown

ServerType  Configured

Deployments Cluster InstallerTest

» CPU Usage (%) Unavailable
7 Down

Heap Usage (MB) Unavailable

Java Vendor - Unavaizble 1L33AM 1135 1437 1139 LM 1143 1145 1047
July 23 2017
Most Requested

Java Version Unavailable 4

W Request Processing Time (ms) [l Requests (per minute)
v

e  Click on “Lock and Edit” option (as shown in screenshot).

ORACLE‘ Enterprise Manager Fusion Middleware Control 12¢

WebLogic Domain v weblogic ¥

¥ 0BDX_INS1 0 Bl = | sworeresn or v
[, WebLogic Server v Start Up Shut Down Edit Sessions jutc f)
@ Information Lock & Edit

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can

able
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as chan
Apply JRF Template
@ Information ]
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.
Undo All Char
Menitoring General

Response and Load View Restart Checklist

Metrics are unavailable. Apply Version 122.1.2.0 Preferences
the JRF Template.

State  Shutdown Help

Server Type  Configured

Deployments

Cluster InstallerTest

» CPU Usage (%) Unavailable
7 bown

Heap Usage (MB) Unavailable

Java Vendor - Unavailable 344N 1136 113 140 1ne lL4d 146 1148
1uly 23 2017
Most Requested Java Version  Unavailable “«

W Request Processing Time (ms) [ Requests (per minute)
e Famdabe mmd 18P

You will see below screen stating the edit session confirmation
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ORACLE Enterprise M.

ger Fusion Vi Control 12¢ WebLogic Domain v weblogic ¥ «»=
== § 0BDX_INS1 O B v EAv |AuoRefesh of v
b (]
I, WebLogic Server v Start Up Shut Down 20123, 2017 11:47:9 am uTC 4)
@& Confirmation ]
The edit session lock has been acquired. No pending changes exist.

@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template
Monitoring -
General Response and Load
Metrics are unavailable. Apply Version 122.1.2.0
the JRF Template.
state  Shutdown

Server Type  Configured

Deployments Cluster  InstallerTest
» CPU Usage (%) Unavailable

7 Down

Heap Usage (MB) Unavailable

Java Vendor  Unavailable

11:35 AM 11:37 11:39 41 11:43 11:45 11:47 11:49
July 232017
Most Requested Java Version Unavailable

v M Request Processing Time (ms) [ Requests (per minute)

e  Click on “Apply JRF Template” option (as shown in screenshot).

ORACLE Enterprise Manager Fusion Middieware Control 12¢

ebLogic Domain weblogic ¥

¥ 0BDX_INS1 ©

B v EAw | AutoRefresh OfF
FE ‘WebLogic Server v Start Up Shut Down

3ul 23, 2017 11:47:46 AM UTC
@ Confirmation

The edit session lock has been acquired. No pending changes exist.

@ Information

Key Enlernnse Manaaerfealures such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
e[ must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

Monitoring
General Response and Load

Metrics are unavailable. Apply Version 122120
the JRF Template.

State  Shutdown

Server Type  Configured

Deployments

Cluster  InstallerTest

Is JRF successfully applied, you will get below Confirmation.

¥ 0BDX_INS1 ©

v EAw | AuoReiresh Of v
FE WebLogic Server v Start Up Shut Down

Jul 23, 2017 11:50:53 AM UTC 0

£

@ Confirmation
The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pending changes.

After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Manager Refresh button (next to the Page
Refreshed timestamp) to display the most recent infermation.
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e Click on “Activates Changes” option (as shown in screenshot).

ORACLE Enterprise Manager Fusion Middleware Control 12¢

i WebLogic Domain ¥ weblogic ¥ ===

7= ¥ooxmsio BB = cwrsiesn on v
=

[Z, webLogic Server w Start Up Shut Down Edil Sessions 1urc 4)

e
@ Cenfirmation G El

The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pen View Change List

After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Mang

age
Refreshed timestamp) to display the most recent information.
Monitorin -
v General Response and Load Activate Changes
Undo All Changes
Version 122.1.2.0
View Restart Checkiist
Metrics Unavailable State  Shutdown
Preferences
Server Type  Configured
Help
Deployments Cluster  InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
JavaVendor - Unavalale 1L37AM 1138 Lb4l 1143 lnds 1Le7 14 1Sl
July 23 2007
Most Requested Java Version  Unavailable ” o
W Request Processing Time (ms) B Requests (per minute)
P Serviets and JSPs Table View
Requests Processed
. N EJBs
v Active Sessions  Unavailable -
ORACLE Enterprise Manager Fusion Middieware Control 12¢ {5 Weblogic Domain v | weblogic ¥ ==
t- ¥ OBDX_INS1 @ Tiv EAv |AutoRefresh Of v
—
[ WebLogic Server v Start Up Shut Down Jul 23, 2017 11:52:44 AM UTC 0
@& Confirmation ®
All changes have been activated. The edit session lock has been released.
@ Information ]

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click “Lock and Edit” in the Change Center menu.

Monitoring -
General Response and Load

Version 122120

Metrics Unavailable State  Shutdown
ServerType Configured
Deployments Cluster InstallerTest
N CPU Usage (%) Unavailable

7 bown

Heap Usage (MB) Unavailable

Java Vendor - Unavailable 1L38AM 1L40 1L42 14 1146 Ll 110 1LS2
July 23 2017
Most Requested Java Version Unavailable “ >

W Request Processing Time (ms) [ Requests (per minute)

P serviets and JSPs

Table View
EJBs M
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Configuring the Connector Credential Store

This step is required to setup the encryption key required for encryption of certain sensitive data within the OBAPI
application.

For more information, refer the Oracle Banking Digital Experience Connector Credential Store Guide.pdf

Functionality / Module OutBound Connection Pool Name

VAM ra/DIGXConnectorOBVAM

Configure User Lockout attributes in Weblogic

The User Lockout attributes in Weblogic under Home>Security Realms>myrealm need to be in sync with the
Password Policy Maintained in LDAP or DBAuthenticator.In case of DBAuthenticator it has to be in sync with
Password Policy Maintenance in OBAPI.

Check for below values & change accordingly.

1]Lockout Threshold : It should be equal to Invalid attempts of Password Policy Maintenance.

2]Lockout Duration : It should be equal to property under prop_id "USER_LOCK_PERIOD" maintained in
DIGX_FW_CONFIG_ALL_B table.

In case of OUD or other LDAP it needs to be sync with the Password Policy configured in LDAP. For e.g.: Refer to
below values configured in OUD.

Lockout and History

Lockout Failure Count 54

S ockout Durat S
Password Lockout Duration 202 days v

Lockout Soft Failure Count n-

Once the values are available, make appropriate change in respective highlighted configuration.
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ORACLE WebLogic Server Administration Console 12¢ _

Change Center @ Home Log Out Preferences [&] Help Q Welcome, weblogic | Connected to: OBDX_INS
View changes and restarts Home >Summary of Security Realms >myrealm
Click the £ock & £l button to modify, add or Settings for myrealm
delete items in this domain,
Loek & Edit Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
ock & Edi
Releace Confauration General | RDBMS Security Store | User Lockout | Performance

e Click the Loek & Edit button in the Change Center to modify the settings on this page.
OBDX_INS_TEST Save

*-Domain Partitions

+-Environment
Deployments

+-Services

uessing is a common type of security attack. In this type of att
ic Server provides a set of attributes to protect user accounts from

, 2 hacker attempts to log in to & computer using various combinations of usernames and passwords.
truders. This page allows us to define how user lockouts will be handled in this security realm.

- Tnteroy ty ] Lockout Enabled

out when there are invalid logi
#-Diagnostics

| 5] Lockout Threshold: 5 |

login attempts
fo...

(] Lockout Duration: ser’s account is locked out.  More Info,

How do I.. (] Lockout Reset Duration:

tive invalid login attempts
fo.
s Set user lockout attributes

« Unlock user accounts (5] Lockout Cache Size: ‘The maximum number of invalid login records that the server can place

Save and Activate Changes

Restart AdminServer

OBAPI Application logging

To enable OBAPI activation logging make below change to logging.xml present at
${domain.home}/config/fmwconfig/servers/${ManagedServer}.

Open logging.xml and make a new entry under <log_handlers> tag using below code template:

<log_handler name="obdx-handler' level='<LOGLEVEL>"'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>

<property name='path’ value='<path for OBAPI log>/<OBAPI log filename>' />
<property name="maxFileSize' value='<The maximum size in bytes for each log file>' />
<property name="maxLogSize' value='<The maximum size in bytes for the entire log>' />
<property name="encoding' value='<encoding>' />

<property name='useThreadName' value='true' />

<property name='supplementalAttributes' value="<supplemental Attributes>' />

</log_handler>

Below is a sample implementation for log_handlers file.
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<log_handler name="'obdx-handler' level="ERROR' class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name="path' value="${domain.home}/servers/${weblogic.Name}/logs/obdx.log' />
<property name="maxFileSize' value='10485760' />
<property name='maxLogSize' value='104857600' />
<property name='encoding' value='"UTF-8' />
<property name='useThreadName' value='true' />

<property hame='supplementalAttributes’
value='"J2EE_APP.name,J2EE_MODULE.name, WEBSERVICE.name,WEBSERVICE_PORT.name,compos
ite_instance_id,component_instance_id,composite_name,component_name' />

</log_handler>

| ame='ofss-handler' level='ERROR' class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='path' value='${domain.home}/servers/${weblogic.Name}/logs/obdx.log' />

<property name='maxFileSize' value='10485760"' />

<property name='maxLogSize' value='104857600' />

<property name='encoding' value='UIF-8' />

<property name='useThreadName' value='true' />

<propertyname='supplementalAttributes' value='J2EE_APP.name, J2EE_MODULE .name, WEBSERVICE.name,WEBSERVICE_PORT.name,composite instance id,component
instance_id, composite name,component name' />

Add loggers under <loggers> tag using below template:

<logger name='com.ofss' level='ERROR' useParentHandlers="false'>
<handler name='obdx-handler' />

</logger>

<logger name="#BANKCODE#.com.ofss' level=ERROR' useParentHandlers="false">
<handler name='obdx-handler' />

</logger>

Note: Replace the #BANKCODE# with bank code.

Below is a sample implementation for loggers file

<logger name='com.ofss' level='ERROR' useParentHandlers="false'>
<handler name="obdx-handler' />
</logger>
<logger name='000.com.ofss' level="ERROR' useParentHandlers="false'>
<handler name="obdx-handler' />

</logger>

Installation Guide 53



Post Installation Steps

fdomain/QBDX_INS_TEST/config/fmwconfig/servers/OBDX_INST

logger name='com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

<logger name='000.com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

Eclipselink logging

To modify eclipselink logging make changes in <INSTALLATION_ HOME>\config\META-
INF\persistence.xml using below link :

https://wiki.eclipse.org/EclipseLink/Examples/JPA/Logging

&P Dobdiwls-

config/META-INF [ x
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Change logging level during runtime

To change OBAPI application logging level at runtime (when OBAPI application is up and running) do following
steps.

To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console using the
following URL:

http://[<hostname>:<admin_port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBAPI domain (created via installer), just replace the “/console” with “/em”.

SIGNIN TO

Domain Domain_OBDX182_UBS140
~ User Name
* Password

() Login to Parttion

Signin

° Click on obdx-server

Note : Depending on installer.properties, Managed server will differ from above screenshot.
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ORACLE Enterprise Manager Fusion Middleware Control 12c

base_domain ©

@ Information

Certain

Servers

Clusters servers
» View v Delete Control w
Clusters
Name
AdminServer(admin)
Deployments

Administration Server

>
2w

Listen Port 7001

obdx-server

>
Sw

Domain Fartitions

ORACLE enterprise Manager ¢

Deplo

Domain Partitions .

Resource Group Templates

To obtain the lock, click "Lock and Edit” in the Change Center menu.

Name AminServer

Host  obdxweslogic docker

5

Status  Cluster Machine State Health
+ Running Failed
+ Machinet Running Faled

In Weblogic Domain menu click on Logs -> Logs Configurations

ion idduware Conirel 12c

+ obix-server 0

b sutup [ St Down

15 Weblogic Doman »  wediogic ¥ wee

Yens
[ e ou o th st session ock.To biaimthe bk, lick Lock and It in the Change Cemter mar
Dagnosses ,
Response and Load
Contol ,
Up Since il 3, 2017 120713 PM Lo
Loge P viewiog Messapes -
Dapioymants Log Corfiguration Varsion 00 s
s
JDBC Data Sources State Funning .
Masiaging 4 Healm oK ¥ e
ey Sevces
Sorven Type  Adminsiation Server
ther Services v
CPUUsIgE (%) 237
Adneistation ,
Systam MBon Browsar e g a5 LT [ i o
WabLog Server Admeickalion Cansole dava Vendor - Oracis Corportion ¥
W Request Focesing T (ve) 8 Raguests (per siru]
Tanst shemip dava Vrsion10_10
Torget nfoesion
serviews ang J5Ps. Lt
Acive Sessions 0 Beansinlise 0
[ Bean Accesses [pér minute) 000
et e 000 Bean Access Successes (%) 000
Bean Transaction Commits [per minute) 000
Work Manager
Baon Transaciion Rosbacks [per minute) 001
Recest. (por minate) 580 05
Boan Transaction Timeouts (per minio)
Ponding Requests
e Boan Transaction Commits (%) 000
JDBC and JTA Us:
o ams
Open JOBC Canvections 0
s servers 1
JDAC Conmection Craates (per minute) 0,05
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. Select the logger and change the logging level and then click on apply.

ORACLG' Enterprise Manager Fusion Middleware Control 12¢

== obdx-server @
- FD weblLogic Server v Start Up Shut Down

/Domain_base_domain/base_domain/ob

View Runtime Loggers v

Search All Categories v O\

Oracle Diagnostic Logging

Logger Name Level (Java Level) Log File Persistent Log Level State

4 Root Logger ERROR:1 (SEVERE) v ofss-handler ERROR:1
» 000 ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
4 08 ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler

b 08 .com ofss ERROR:1 (SEVERE) v ofss-handler ERROR:1
ExampleApplication Encoder ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
LifeCycle ERROR:1 (SEVERE) [Inherited i ¥ ofss-handler
Security ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
Servicel oader ERROR 1 (SEVERE) [Inherited fi ¥  ofss-handler
b com ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
global ERROR:1 (SEVERE) [Inherted fi ¥ ofss-handler
L ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
b javax ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
b jersey ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
¥ imxfmw ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler

» oracle NOTIFICATION:1 (INFO) v ofss-handler NOTIFICATION:1

b org ERROR:1 (SEVERE) lInherited fi ¥ = ofss-handler

Note : Logger name should be defined in logging.xml.
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Oracle FLEXCUBE Universal Banking (OBAPI with UBS)

If during installer execution Oracle FLEXCUBE Universal Banking (OBAPI with UBS) is selected, then
below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBAPI domain created using installer) and Browse to
Summary of JIMS Modules > UBSSystemModule (as shown below)

Summary of JM5 Modules

JMS system resources are configured and stered as modules similar to standard Java EE medules. Such resources indude queues, topics, connection factories, templates, destination keys, quota, distribu
configure and manage JM3 system modules as global system resources.

This page summarizes the JM5 system modules that have been created for this domain.

[ Customize this table

JMS Modules (Filtered - More Columns Exist)

dlick the Lock & Editbutton in the Change Center to activate all the buttons on this page.

New | | Delete

Name &% Type

AuditIMs IMSSystemResource

FileUploadIM5 JMSSystemResource

ReportsIMSMedule JMSSystemResource

UBSSystemModule JMSSystemResource
New | | Delete

Settings for UBSSystemiModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about a IS system module and its resources. It also allows you to configure new resources and access eisting resources,

Name: UBSSystemModule The name of this JMS system module. Hore Info...
‘Scope: Global Specifies if the JMS system module s accessible within the domain, a partition, or a resource group template.
Descriptor File Name: Jms/ubssystemmodule-jms. el The name of the JMS module descriptor file. Mere Info

“This page summarizes the 115 resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys, destination quota, ditrbuted destinations, foreign servers, and store-and-forvard parameters.
b Customize this table

Summary of Resources

Click the Lock & Edit button in the Change Center to activate al the buttons on this page.

ew| [Delete Showing 1t0 10
‘ Name & ‘ Type ‘ INDI Name Subdeployment Targets
| [usskoreignserver | Foreign server [ | uBssub depioymer [ obé_ctster

ew] [Deile

Showing 1 to 10
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e  Click on UBSForeignServer

Settings for UBSForeignServer

Confi i Subdepl t | MNotes

General | Destinations | Connection Factories

Click the Lock & Edlit button in the Change Center to modify the settings on this page.

Save

A foreign server represents a JNDI provider that resides outside a8 WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. Th
foreign server.

gg Name: UBSForeignServer

INDI Initial Context Factory: weblogic jndi. WLInitialConte:

@F INDI Connection URL: t3://<EHMS_WLS_SERVER><EHMS_WLS_SERVER_PORT>/

JINDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:
java.naming.security.principal=
<EHM5_WL5_USERNAME >

° Click on Lock & Edit

Settings for UBSForeignServer
Configuration | Subdeployment | Motes

General | Destinations | Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. This way, a number of ¢
foreign server.

gg Name: UBSForeignServer
INDI Initial Context Factory: weblogic.jndi. WLInitialConte:
5] INDI Connection URL: t3:/<EHMS WLS SERVER><EHMS WLS SERVER PORT=/

JNDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:
java.naming.security.principal=
<EHMS_WLS_USERMAME>

Installation Guide 59
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http://mum00bzt:8001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DUBSForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX_INS_TEST%5D%2FJMSSystemResources%5BUBSSystemModule%5D%2CPath%3DJMSResource%5BUBSSystemModule%5D%2FForeignServers%5BUBSForeignServer%5D%22%29

Post Installation Steps

Set below configurations with:

JNDI Connection URL —Replace <EHMS_WLS SERVER> with hostname or IP address of UBS HOST
Weblogic server and <EHMS WLS SERVER_PORT> with port number of UBS HOST Weblogic
Managed server (where NOTIFY_DEST_QUEUE and NOTIFY_DEST _QUEUE_FCDB are mapped).
JNDI Properties Credential — Password for username set in JNDI properties

Confirm JNDI Properties Credential — Confirm password for username set in JNDI properties

JNDI Properties — Value to be set as “java.naming.security.principal=<EHMS_WLS_USERNAME>",
where

username is the login user of UBS Weblogic Admin Console (user which created the primary local
gueues for UBS).

° Click on Save

Settings for UBSForeignserver
Configuration | Subdeployment | Notes
General | Destinations | Connection Factories

Save

Afareign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allowrs WebLogic Server o reach the remate JNDI provider. This way, a number of connection factory and destination ebjects (qusues or topics) can be defined on ene JND

foreign server.

F Name: UBSForeignServer ‘The name of this foreign server.  More Info...

INDI Initial Context Factory: weblogic jndi WL nitiaIConte: The name of the class that must be instantiated to access the JNDI provider. This dla
the vendor that are being used.  More Info.

] INDI Connection URL: 13./10.184.135 59-7860/ The URL that WebLogic Server wil use to contact the JNDI provider. The
being uses. For WebLogic 1%, leave s fld bani f you e refereneing \»em.omc
Info,

INDL Properties Credential:  [ieecceeeeeeens finy Credentials that must be st fo the INDI provider These Credentdls il be part
the constructor fr the JNDI provider's InicalContext class. Note:
the ropertes fcd resats in he credental beng stored and dislayed o orignaly <

Confirm INDI Properties Credential: e

Any additional properties that must be set for the JNDI provider. These properties wil

INDI Properties:
INDI provider's InitialContext class. More Info...

java.naming. security.principal=infra

Specifies whether this JMS resource defaults to the parent module’s targeting or uses

] Default Targeting Enabled
mechanism. More Info.

Home >Summary of JM5 Modules >UBSSystemModule >Summary of JHS Moduies >UBSSystemModule >Summary of IMS Modules >UBSSystembodule >UBSForsignServer >Configuraion >NOTIFY_DEST_QUEUE_FCDB >UBSForeignServer
Messages

o Settings updated successfully.
Settings for UBSForeignServer

Configuration | Subdeployment | Notes
General | Destinations | Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remate INDI provider. This way, a number of connection factory and destination objects {queues or topics) can be defir
fareign server.

] Name: UBSForeignServer The name of this foreign server. ~ More Info...

The name of the class that must be instantiated to access the JNDI pr

JINDI Initial Context Factory: weblogic jndi WLInitialConte: ‘the vendor that are being used. More Info.

The URL that WebLogic Server will use to contact the JNDI provider. T
being used. For WebLogic M5, leave this field blank if you are referen
Info...

(5] INDI Connection URL: 3://10.184.135 55:7860/

Any Credentials that must be set for the JNDI provider, These Credent
the constructor for the JNDI provider's InitialContext ote: For s
the Properties field results in the credential being stores displayec

INDI Properties Credential:

Confirm JNDI Properties Credential:

for the JNDI provider. Thes

INDI Properties: Any additional properties that mi
More Info...

JNDI provider's InitialContext clas:

java.naming. security.principal=infra

] Default Targeting Enabled Specifies whether this JMS resource defaults to the parent module's ta
mechanism. More Info.

Save
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Click on Activate Changes

ORACLE WeblLogic Server Administration Console 12¢
Change Center
View changes and restarts.
!nrngmmm;mmumm

Post Installation Steps

Mowdo L.

o Craate foraign
o Creste foreign

System Status

| Mesith of Running Servers o3 of 3:20 M

<onnection facteries
destrations

@ Home Log Out Prefecences [ Record Melp Q Welcom
Vo » ey of M5 e 58S etk >Summary of M5 Mockien >Saammary of 5 Mochden »Confgarmbon >NOTIFY_DEST_GUELE_ICOR » UBSFormgnierver
Server. Server to reach the remote INDI provider. This way, & number of INDE
UBsForeignserver The name of this foreign server. More lafo..,

INDI Initial Context Factory: . The name of the class that must be instantiated to access the JNOI provider, This class
weblogic jndi WLIntlalConte: the vendor that are being used.  More Info.

INDI Connection URL: 860 The URL that WebLogic Server wil use 1o Contact the JNOI proveder. The syntax of thi
a CEIACREE.G being uid.Fr Weblogi S eve i fd Wank oo are rfeencng Webloge §
NI Properties Credentiak: re— Ay Cradani ot st b st f the NDE provider, hete Cradeneas wi b pr

the castructor for the DI provider's InslCantest coss. Note: For secure credentil
th Propetes e resus n e credentl b soved and Gupered o rigmaby el
‘Confiem JNDI Properties Credential: [—
INOI Properties: A el propetie that st b st for the D! prowder, Thes preprtis vl
Jova.naming. security.principalainfra WD poviders Inmlcontent o, ore .

| 2] Detauh Targeting Enabled

ORACLE weblogic Server Adminataton Console 12¢

Spache whether th I resurce defaoks o the et modules Lt o st
mechanism. - More Info.

Change Conter Meme Log Ot Prefecences (8] nucnd Welp | Welcor
5 proxps sventey 1 S Mo, Syt » Sy o 94 ks » St sy o 1M ok des USSP wharves > Conhous st A WOTIFY OST_GUIVEICOR + RSP oreagnbarver
[
o Al Changes have Loan actated. Ho rostara ara necesanry.
et for UBE oo server
| Notes
Genersl | Destabons | Connection Factoies
Yo
Aformign server represents 8 server server 01 provede. The o umber of o ome HE
foreian server
21 thamer Uosrarmanserver 2 Orecte Beshive bt .
INOT Ttbal Content Factory! (el WL e s 1N e e sccmang server.. [ Won O eeoder, This e
INOT Commection URL [ 4 64 Fibor The URL that Webt v vl vt contactthe MO e, The wytas of o
How do L. L] 13110 104 136 b 7060/ b::.wuml o WeBCogIC 90 ebve e R BTN v e ferenng WeBLOH
o Crente freign connecten fctanes
« Cromte frign desbamions INOI Propertias Credentisl e e Crodaie it st o e o e WK pridr, Thass Cradentia o b g
ot i ontast iath Noke: For smsa (rodents
— 1he Praperis el foms n e crodunia b sheed s
Systen Stotus
Iz onfiem e
I Pasled (0)
ol ) OL Properties: Ay sbdmana prpotientht st b e ot e JH orades, Thave rvparies
i g S 17,
| Weming (0)

L—_

F] Defauit Targeting Enabled

Sheciian whether this IS rmsussca defaulla 1 the parees modbe's Laryutmg or ubes
e, Hove Ind.
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Post Installation Steps

Deployment of notification MDB application

Before deployment of obdx.externalsystem.ubs.natification.mdb.ear application, kindly perform below
steps:

e  Open the obdx.externalsystem.ubs.notification.mdb.ear (EAR file is available <OBAPI INSTALLER
DIR>/installables/app/components/ubs/deploy/obdx.externalsystem.ubs.natification.mdb.ear) using
any archiving tools (i.e.: 7-zip)

Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
:APPV\NF: 3783283 3350626 2017-05-19 11:57 D drwar-xr-x
META-INF 1660 862 2017-07-21 11:29 D drwar-xr-x

|£:) com.ofss.extsystem.ubs.notification jar 481333 398219 2017-07-21 11:29 -FW-T--r--

e Double click on com.ofss.extsystem.ubs.naotification.jar

Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
‘com 1193325 381567 2017-07-21 1127 D drwr-xrx

META-INF 4543 1808 2017-07-2111:27 D drwaer-xr-x
"Jwsconfig.properties 1420 288 2017-07-2111:27 “rwereeres

e  Open the wsconfig.properties to edit

Marne Size Packed Size Modified Created Acce:
com 1193325 381587 2017-07-21 11:27
META-INF 4543 1808 2017-07-21 11:27
1420 288 2017-07-21 11:27
Open Enter
Open Inside Ctrl+PgDin
Open Outside Shift+Enter
Wiew F3
Edit F4
Rename F2
Copy To... F5
Move To... F&
Delete Del
"l wsconfig.properties - Notepad - m] X

File Edit Format View Help
Jlert ice.senvice:AlertF
hitp:/Most service.alerts.appx.digx. ofss.com/

AlertProcessorSenice.url:htp /=<0BDX_WLS_HOSTNAME==0BDX_WLS_MS_PORT=/obdwAlertProcessorSenvice Pwsdl
AlertProcessorSenice. stubClass:com.ofss.digx appx.alerts senvice host AletProcessorsenvice

i 1 rt
AlertProcessorSenice. stubSenice:com.ofss.digr.appx alerts service.nostAletProcess orSenvice
AlertProcessorSenice.proxyClassName:com.ofss. digx appx alerts. senvice. host HostAlertProcessor
AlertProcessorSenice.imeOut 1200000
AlertProcessorSenice targetUnit <ENTITY_ID=

FileF senvice:FilePr dNatifProcs
FilePracessedNotifPracessorService. namespace:hitp:/hast service fileupload.appx.digx.ofss.cam/
FileProcessedNolifProcessorSenvice urlhitpii<OBDX_WLS_HOSTNAME= <OBDX_WLS_MS_PORT=/obduFilef wsdl
tubClass:cam.ofss.digx.appx fileupload.service host FileProcessedNotifProcessorService
FileF i meFilef r Port
com.ofss.digx. appxfileupload senice host FileProcess edNotifProcessarSenice
FileF i proxyCl ‘com.ofss.digrappx fileupload.service host FileProcessedNotificationProcessor

timaOut: 1200000
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e Change the URL for AlertProcessorService.url,FileProcessedNotifProcessorService.url and
AlertProcessorService.targetUnit(Note the hostname and port should be of OBAPI managed server
created by installer. Entity ID should be OBDX_BU for Base entity)

7| wsconfig.properties - Notepad - u] X

File Edit Format View Help
AlertProc service:
A\enPru:essurSemce namespace:hiipiihost.senvice.alers.a

x.digx.ofs s.com/

i
A\ertF’ruu stubClass.com.ofss.digx.appx alerts.senvice.nost AleriProces sorService
AlertProc p ne

AlertProcy tubSenice.com.ofss digx.appx.alers.service.hostAlertProcessorService

AlertProcessorSevice. proxyClassName:com.ofss.digx.appx aleris.service. host HostAlertProcessar
AlertProcessorService.limeOut 1200000
AlertProcessorService targetUnit OBDX_BU
FileProcessedNotifProcessorSenice.service:FileProcessedNotifProcessorSenvice

i

FileP orsenice p:/host senice fileupload.appx dig ofss.com/
FileProcessedNotifProcessorSenice.url:htip:/mumaa012.in.oracle.com:27003/obduFileF rSenice Pwsdl
FileProcessedNotifProcessorSenice.stubClass:com.ofss. dige appx filsupload service host FileProcessaaNotProcessorSanice

FileP T rSenvice. FileF U3

FileP Senice com.ofss. digx. appxfileupload semice nostFileProcesseaNotProcessorSanice
FileP Senvice.proxyC com.ofss. digx appx fileupload.senvice host FileProcessedNotificationPracessor

FilePracessedNotifProcessorsenice imeOut 1200000

"] wsconfig.properties - Notepad - u] x
g-prop P

File Edit Format View Help

AlertProcs rService service:AlertPr

AlertProcessorSenice namespace hiipihost senice alerts appx dig ofss.com/
AlertProcessorService. urhitpiimumaa012.in.oracle.com:27003/obdx/AlentProcessorSenvice ?wsdl
AlertProcessorService.stubClass:com.ofss.digx.appx alerts. service.host AlertProcessorSenvice

AlertPTocessorserni me:AlerPr rPort
AlertProcessorService. SIUhSENIEe com ofss digx appx alerts service host AlertProcessorSenvice
AlertProcs proxyClass :com.ofes.digrappx.alens.senvice host HostAlertProcessor

AlertProcessorSenvice timeQut: 1200000

AlertProcessorService targetUnit OBOX_BU

FileProcessedNotifProcessorSenice senice FileProcessedNotifProcessorService
FilePracessedNotifProcess orSenice.namespace:nttp:fhost senice.fileupload.appx.digx. ofss cnm/

orSenvice urlhitp fmumaa012 in.oracle com: dFilel NotifProcess orSenvice Pwsdl|
FileP tifProcessorSenice.st. :com.ofss.digeappx fileupload.service host, F eFrucessedNot\lFrucessanervu:e
FileProc ocessorSenvice. FileProcessedt rocessorPort
FileP r r3envice.: com.ofss.digx.appxfileupload.service.host FileProcessedNotifProcessarSenice
FilePracs ocessorService. proxyC com.ofss. digx appx fileupload.senvice host FileProcessedMotificationPracessor

FileProcessedNotifProcessorSenice imeOut 1200000

"] wsconfig.properties - Notepad - u] X
g.prop p

Ele Edit Format View Help

AlertProce senvice:AlertF

AlertProcessorSenvice namespace:hiip#ihost senvice.alerts. appx.digx. ofss.cam/
AlertProcessorService.urlhiipiimumaa12.in.oracle.com:27003/obdx/AlertProcessorSenvice ?wsdl
AlertProcessorService. SIUhC\ass com.ofss. mgx appx alerts senvice host AlertProcessorSenvice

AlertProce Alertf Port
AlertProcessorService. SIUhSeNIEe com. UYSS digx appx alerts service host AlertProcessorService
AlertProce proxyClass| com.ofss.digr.appx alerts.senvice.nost HostAlertProcessor

A\eﬂprﬂcessnrﬁewme timeQut: 1200000

FileProcessedNotifProcessorSenvice semice FileProcessedNotifProcessorService

FileP T orService. http:host senice.fileupload.appx.digx.ofss.com/

FileP Senice.ur:nttp 2012 in.oracle.com:2700: envica?wsdl
FileProcessedNotiProcessorSenice.stubClass: com. ofss digr appx.fileupload.senvice. host FileProcessedNotifProcessorService
FileP Senice.endp

FileP Senvice com.ofss. digx appxfileupload semvice_host FileProcessedhotifProcessorSenice

FileP Senvice.proxyCl com.ofss.digappx filaupload.senvice host FileProcessedNotificationProcessor
FileProcessedNotifProcessorSenice timeOut 1200000

e  Save changes.
e Click OK.

Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
com 1193325 361587 2017-07-21 11:27 D drwsr-xrx -
META-INF 4543 1808 2017-07-2111:27 D drwxr-xr-x -
“|wsconfig.properties 1420 288 2017-07-2111:27 I T -
7-Zip X

o File 'wsconfig.properties’ was modified

Do you want to update it in the archive?
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e Navigate back to obapi.externalsystem.ubs.notification.mdb.ear

T Diearad A T Imirypind  Corerees
e 1K
| et
| srcontg peoperm
e Click OK
MName Size Packed Size  Modified Created Accessed Attributes Encrypted Comment
com 1193325 381587 2017-07-21 11:27 D drwaer-wr-x -
META-INF 4543 1808 2017-07-21 11:27 D drwer-xr-x
E| 1421 288 2017-07-2521:06 2017-07-2521:03 2017-07-2521:03 A
7Zip %

File 'com.ofss.extsystem.ubs.notification jar' was modified.
Do you want to update it in the archive?

The date-timestamp would be updated (as seen below) once the change is saved.

Mame Size Packed Size  Modified Created Accessed Attributes Encrypted Comment
(APP-INF | 3783283 3350626 2017-05-18 1157 D drvexresrx -
META-INF 1660 862 2017-07-2111:28 D drvexresrx

] com.ofss.extsystemn.ubs.notification.jar 481369 398685 2017-07-2521:07 2017-07-2521:07 2017-07-2521:07 A

Deploy the updated obapi.externalsystem.ubs.notification.mdb.ear using below steps.

e Login into Weblogic Admin Console (OBAPI domain created using installer) and navigate to
Deployments
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. Click on Install

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&] Record Help Q
VT of M5 Modules of JMS Modules - /_DEST_QUELEE_FCDB >
No pending changes exist. Click the Release ‘Summary of Deployments
Configuration button to allow others to edt the
main. ‘Configuration  Control  Monitoring

Lock & Edil

Release Gonfiguration

Domain Structure
++Resource Groups

Resource Group Templates
Machines

| Customize this table

Deployments

instai ||| Update | |Delete.

This page displays the st of Java EE applcations and standalone application modules installed to ths doma.

a To install 2 new application or module for deployment to targets in this domain, click Install,

You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and then using the controls on this page.

Summary of Servers >Summary of Deployments

Post Installation Steps

e  Click on Upload your file(s)

ORACLE' webLogic Server Administration Console 12c.
Change Center 8 Home Log Out Preferences (24 Record Help Q
View changes and restarts Frame 25

Mo pending changes =est. Clck the Relesse Install Application Assistant
Confguration button o allow others tn ed the

- Back| | Mext| | [Fiish] | | Cancel
Lok s Ea

Release Confguration

i nd for depk

Domain Structure Mote: Oniy vaiid file paths are displayed bels. I you cannot find your deslayment i

0BD_INS

B >U8sFor

jpload yous

L--Startup and Shutdown Classes |
| puanup [ | Name & State  [Health | Type Targets '
“Services 1 |y eforscie businesseditor(1.0,12.2..1.0) Adive Library AdminServer | ¢
-~ Security Realms
Interoperabiity (1 | igyeforace domain(1.0,12.2.1.1.0) Adive Library Admingerver | ¢
Diagnostics - A Ao bt mm -

Select the i peth that represents the application root dircctary, archivefie, pladed archive directry, or application madsde descriptor that you vwant to instal, You can also enter the path of the appication drectory or ik in the Path fdd.

B-Domain Partiions Path: i i

BDX_INS_TEST

S-gnronment

Recently Used Paths: (none)

Current Location: umDokzt ] home | devops |

5]
g

comman
onfig

ninfo
onchestration

~~Concurrent Templates

senvers

=]
(=]
=]
=]

Howdo L. B

« Start and stop & deployed entemprise
e Back| [teat] | [P

i

 Configure an enterpres appicason

domain | OBDX_INS_TEST

e  Click on Choose File under Deployment Archive

ORACLE WebLogic Server Administration Console 12¢

P——— @ Home Log Out Preferences [ Record Help

Home >Summary of M5 of IS Modules

View changes and restarts

No pending changes exist. Click the Release Install Application Assistant

Configuraion button to allon others to edit the
ain. Back| | Next ‘ Finish ‘ Cancel

Lock & Edit

Upload a deployment to the Administration Server
Release Configuration P P

Domain Structure

BO_INS_TEST -

Deployment Archive:
~Domain Partitions
~Senvers Upload a deployment plan (this step is optional)
-Clusters
~-Coherence Clusters

related inks for additional information about deployment plans.
~Resaurce Groups

~Resource Group Templates
~Hachines

F=irtual Hosts

~Virtual Targets

- Work Managers
~Concurrent Templates

Deployment Plan Archive:

Back| (et | [Finsi | | [caneal

" DEST_QUEUE FCDB

Chaoose File | No file chosen

>Summary of Servers

Clck the Browse button below to select an application or module on the machine from which you are currently browsing. When you have located the fi, cick the Next button to uplaed this deployment to the Administration Server.

A deployment plan i a configuration which can supplement the descriptors indluded in the deployment archive. & deployment vill work without 2 deployment plan, but you can also pload a deployment plan archive now. This deployment plan archive wil

—-Resauree Mananement:

How do ... =l
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Post Installation Steps

e Navigate to customized obapi.externalsystem.ubs.notification.mdb.ear and click Open

ORACLE' webLogic Server Admnisiration Console 12 _

Change Center I B Home Log Out Preferences (5] Recerd Help la
Yo »LESForesnserver »Confgaraton »NOTIFY_ DEST, QUELE_FCDS » ESForsgreve » Summary of Servers » Summary of Deployments
Viewdd @ Open x L - - : ”
o pende
dﬁmfwm L v 4 | « Documents > Mewfolder » w|® | Sesch New folder p
aman.
Drgan Mew folder e @
[ Documents  » Name - Date modfed Type &
e logs 7 Filefolder You aee cumertly browsing. When you e, cick the Nt by the Admiisraton Server
buil new 82017 File folder "
configar Queses File folder [Ehosse File | No e chosen
=] bui XML Document
S! Devart build sl ML t
a tapstems 11 cwsllessse 530 Fie
o o ] Lotest Revision_DB.trt Test Document [wioyment archive. A deployment will work without 2 deployment plan, but you can alse upload 2 deployment plan archive now. This deployment plan archive will be a dectory of configuration in!
:: 5] Latest_Revision SEERxt SRANTAOIPM  Text Document
™ Instalr Ooct P — VT 10554 XML Document || [ Chossa Fil | No i chosen
3 InstallerForrr e — = AR Fie
I :‘ Mobaittesm s ojdbetijar Executable Ja Fil
ol mumidboiin ] PastHeadDB.on Tt Document
New folder 1] PastHeadSEED xt Text Document
v
Howdo. PIRCRTS]
- File name: | sbdestemalsystem ubs not sdb.es ~ | | AllFiles -
+ Conflg

e  Click Next
ORACLE webLogic Server Administration Consgie 12 _

Change Center @ tome Log Out Preferences [B] Record Help [}

ystemMochie >UBSForaignServer >Configuraion >NOTEFY_DEST_QUELIEFCDE >UBSForsigriSanver >Sumimary of S

Home > Summany of IS Modkes > UBSSstemborhde >Summary of MS Modules

View changes and restarts

Mo pending changes exist. Click the Release Install Application Assistant
Configuration butan to slou other to 2dt the
domain. Back| Med | [Finsh ] | Cancel
Lok & Edt
uplosd

Retease Configuration

e — ik the Browse button below to selact an appleation or module '3 Iocated the fi, to uplead this Administration Serves.
OBOI_INS_TEST . . e
OBDX_INS Deployment Archive:
= Doman Parions Choose File | obdx extema._ion mdb ear
“Environment

~Servers Upload a deployment plan (this step is optional)

- Clusters.

e e & deplayment plan & a configuration which can supplement deployment archive, & work itheut a  but you deployment plan archive nam. This deployment plan archive will be a directn

renee Custers related links for addtional information about depleyment ploas.

~Resource Grous

~Rs G Templates iver [y

e e Terel Deployment Plan Archive: Choose File | Nofile chosen

Finish | || Cancel

i~ Concurrent Temglates

. Click Next
ORACLE Wetage seve s -

Change Center ) Home Lsg Out Preerences B necard ey lm-e!-;(|n-mzdh=mnx_m
= = Home >Summary of MG W: e >Siommary of WS Wace e >UBSFor QUELE. FIT >\ BSForsignSanvr >Summary of Serves >Summary of Deployments:
Messages.
M pending changes st Cick the Fsesse
Configrsion e | @ Tl icaion. ik ear bas heen i ST
domain,
T=TErE Install Application Assistznt
Bark| [Newt |[Fiish| | Cancel
Locate deploymest o install and prepare for deployment

OBTI_IHS_TEST “ | Sedect the e peth hat resreseris e fie, exgioded archive o or Fouwant i insiall. path ofthe Fle nthe Path fidd
E-Domain Parttons
Br-emronment Wokes Onfy vai i pahs ae dislayed below, [ yom cannat fn your desoyment e, Uoad your i) an/er conim tht yeur appation ontzin te reqire desloyment descrizors.

—Seners

- Gsrs Path: /domain/OBDX_INS_TEST! i . wification mdb.ear/apploex wification mdb ear

~Coherznce Clusters R Used Paths: [rane)

~Resource Greups N N

~Resuse G Tengses Current Lacation: Um0tk home ] devops | domain | OBDICINS_TEST ] servers | AdminSenes { upload | Jam

~Hsthines o sowmibear

~ibsal Hosts

—Virtsal Targels

—tWork Masagers

—Cancurret Templstes

R i
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e  Select “Install this deployment as an application” and click Next

ORACLE’ webLogic Server Administration Conssle 12¢

Change Center
View changes and restarts
Mo pending changes exist, Click the Relezse
Configuration button to allow others to edi the
doman.

Lock & Edit

Release Configurali

Domain Structure
BOX_INS_TEST

-Domain Partitions
nvironment

- Servers

~Clusters

~-Coherence Clusters
~Resource Graups
~*Resource Group Templates
~~Machines

~Virtual Hosts

~-Virtual Targets
- Work Managers
“Concurrent Templates
~Resnurce Mananement

HowdoL.. ]

« Start and stop a deployed enterprise
application

« Configure an enterprise application

= Create 3 denlnument nlan

e  Select Cluster as target and click Next

@ Home Log Out Preferences

Home >Summary of JMS Modules »UBSSystemodule »Summary of JMS Modules »UBSSystemModule >UBSForeignSe:

Install Application Assistant
Back | | Next ‘F\msh ‘Cam:ei

‘Choose installation type and scope

Record Help

Q

> Configuration NOTIFY_DEST_Q

Select if the deployment should be installed as an application or library. Also decide the scope of this deployment.

The application and its componants will be targeted to the same lacations. This is the most common usage.

* Install this deployment as an application

FUE_FCDE »UBSForeignServer »Summary of S

Application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their referencing applications.

Install this deploymentas a library

Install this an applicati

but target the

Useful when one or more of the modules or components must have targets unique from the rest of the application.

Select a scope in which you want to instal the deployment.

Scope:

Finish | || Gancel

Global ¥

Post Installation Steps

>Summary of Deployments

ORACLE" WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow thers to edit the
domain,

Lock & Edil

Release Configuration

Domain Structure
BOX_INS_TEST

~Domain Partitions
- Servers

- Clusters
~—Coherence Clusters
~Resource Grougs
~Resource Group Templates
~Machines
~Virtual Hosts
~Virtual Targets
~Work Managers

~Concurrent Templates
- Resaurce Mananement. h
How do I... a

« Start and stop 2 deployed snterprise
application

Installation Guide

@) Home Log Out Preferences (2] Record Help

Hame >Summary of JMS Modules >UBSSystemblodule >Summary

Install Application Assistant
Back | | Next ‘F\msh ‘Camel

Select deployment targets

Q

15 Modules > UBSSystemModule »UBSForeignSarver >Configuration »NOTIFY_DEST_QUEUE_FCDE > UBSFarsignSarvar > Summary of S

Select the servers and/or dlusters to which you want to deploy this application. (You can reconfigure deployment targets later).

Available targets for obdx.externalsystem.ubs.notification.mdb :

Servers

AdminServer

Clusters

| InstallerTest
' All servers in the cluster
Part of the cluster
0BDX_INS1

Back Finish | || Cancel

Summary of Deployments
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ORACLE" webLogic Server Administration Console 12¢

Change Center

View changes and restarts

Ho pending changes exist. Click the Release.
Configuration button to allow others to edit the

omain.

Lock & Edit

Release Gonfiguration

Domain Structure

BOX_INS_TEST
~Domain Partitions

--Besnurce Mananement.

Post Installation Steps

Click Next

@) Home Log Out Preferences [ Record Help “:| Q

Home »Summary of M Modules >UBSSystembodule »Summary of M5 Modules o

"_DEST_QUEUE | =Summary of Deployments

Install Applicat

mm\m

Optional Settings

n Assistant

You can modify these seftings or accept the defaults.
* Indicates required fields

What do you want to name this deployment?

‘Specification Version:

17.2.00.0

Implementation Version:

— Security

201707211119

+| | What security model do you want to use with this application?

How do L..

Start and stop 3 deployed enterprise
application

Configure an enterprise application

Create a deployment plan

instance

« Test the modules in an enterprise applcation

ORACLE WebLogic Server Asminsirston Gonsole 120

Change Center
View changes and restarts.

Target an enterprise application to a server

(® DD only:

s only roles and policies that are defined in the deployment descriptors.
() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.

) Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

©) Advanced: Usea you ' page.

— Source Accessibility

Click Finish.

@ Home Log Out Preferences [A ecord Help \ Welcome, weblogi

@4

ome » Sammary f JMS Modules > BSSystembodsle »Semmary of M5 Mdules » R Systarock e > USFormgrserver 5 Confgur b, sNOTEFY_DEST_QUEUE LB » USFersignServer > Summary of Severs 3 Summary of Deployments

o pending changes exet, Cckthe Relense | Instal Application Assistant
Configurabon button to allow cthers to edt the
damain. Baek et Gancel
Lok b Bt
Reviews your chaices and clck Finish
Oick Finish e
Domain Structure Additianal ¢ onfiguration
e . In order this apglicabon may D you want to the tompleting thes assistant?
aman Pattons
Emirnment ® Yes, take me ta the deployment's configuration screen.
B-Cu
S e o, L il reviews the configuration laer.
| FResource Grouss Summary
PResource Group Templates
Machines Deployment: (IMS. os. apn{obdx.externalsystem. ubs.nobification.mdb.
vetual Hosts
- etus Targets Hame: s estomtsyctem ubs sctécation
ok Managers
Cancurest Temlates Staging Hode: Use the defauts defined by th chosen targets
o Beugeriaacemer )
oo Plan Staging Hode: Ustthe same accassbity as the apphcaton
J Security Hodel: 00nly: Use oy roles and polcies hat are defined  the deployment descrtors.
appleation
& Configure an enterprise applicstion Sowes Global
« Crene » degloyment ian Target Summary
= Target an enerprse appcaton o a server
ntance Components Targets
+ T the modules i ot wkcin | | o xematam b notfcabn v e

System Status. Fl
Haskh of Bunninn Camare ac of 368 0H
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Post Installation Steps

. Click Save.

ORACLE' WebLogic Server Admiistration Console 12¢ -
Change Center @ Home Log Out Preferences [ Record Help Q
Tt = Home IMS Modules. ia r >NOTIFY_DEST_QUEUE_FCDE »>UBSForeignServer >Summary of Servers >Summary of ibs.notification.mdb

Pending changes exist. They must be activated | | Settings for obdx.externalsystem.ubs.notification.mdb
to toke effect.
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes
& Activate Changes.

Undo All Changes

Domain Structure

Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application fils, the sssociated and 50 on. The table at the end of the page lists the modules (such as Web
S0 115 TEST . the name of the module to view and update its configuration.
“Domain Partitions
" "S nment Name: obdx.externalsystem. ubs.notification.mdb The name of this enterprise application. More
- Semvers
- Clusters
 Conemence Gusters Scope: Gobal Specifies i this enterprise application is accessi

- Resource Groups
- ” Path: ] home] devops] domain/ OBDX_INS_TEST/ servers/ AdminServer/ upload) obdx. externalsystem. ubs. natification. mdb. ear/ 2pp/ obdx. exteralsystem. ubs.  The path to the source of the deployable unit o
Resource Group Templates o
notfication, mdb. ear
- Machines
- Virtual Hosts
vt Torgets Deployment Plan: (no plon specified) “The path to the deployment plan document on

Wiork Managers

- Concurrent Templates Staging Mode: (not specified) Specifies whether a deployment’s files are copii
- Resqurce Mansgement M area during application preparation.  More Inft
How do L... =] Plan Staging Mode: (not specified) Spedies whether an application's deployment |

staging area during application preparation.

Start and stop a deployed enterprise

application Security Model: oDOnly ‘The security model that is used to secure a dey
Configure an enterprise application

« Create a deployment plan ] Deployment Order: 100 An integer value that indicates when this unit ic
Info...
= Target an enterprise application to a server
instance
5 Deployment Principal A string value that indicates the principal that 5
o Test the modules in an enterprise application | | pyza This principal will be used to set the current sul

Applicationlifecydllistener. If no principal nar

e Click Activate Changes

ORACLE wWebLogic Server Administration Console 12¢

Change Center 2 Home Log Out Preferences [2] Record Help Q
View changes and restarts Home »UESSystemiodie »Summary of IS Modules ! >NOTIFY_DEST_QUEUE_FCDE »UBSRoreignServer »Summary of Servers »Summary of Desloyments »obdxexternalsystem.ubs.notifica
Hessages

Pending changes exist. They must be activated
to ke effed < Settings updated successfully.

Settings for obdx.externalsystem.ubs.notification.mdb

Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes

Domain Structure

Save
BOX_INS_TEST B
~Damain Partitions
rvironment Use this page to view the genaral configuration of an enterprise application, such as its name, the physical path to the application fils, the associated deployment plan, and so on. The table at the end of the page lists the modules

the name of the module to view and update its configuration.

Name: obd. extemalsystem.ubs.notification.mdb The name of this enterprise appli
Scope: Global Spedifes if this enterprise applica
Path: | home devops/ domain/ OBDX_INS_TEST/ servers/ AdminServer/ upload] obds. externalsystem. ubs. notfication. mdb. ear] appf obd. externalsystem. ubs.  The path to the source of the dep

notification. mdb. ear

+| | Deployment Plan: (no plan specified) The path to the deployment plan

~-Resaurce Mananement.

HowdoL.. a Staging Mode: {(not specified) Specifies whether a deployment's
area during application preparatic

Start and stop 2 deployed enterprise

application Plan Staging Mode: (not specified) Specifies whether an application's
+ Configure an enterprise application staging area during application pr
+ Creste a deployment pl.
ate 8 ceployment pian Security Model: oDOnly The security model that is used tc
+ Target an enterprise application to a server
instance
5] Deployment Order: 100 An integer value that indicates wt
+ Test the modules in an enterprise application Infou.
e 5| | Deployment Principal Astring value that indicates the p
X Name: This principal will be used to set t
Health of Running Servers as of 3:58 PH Popmcatoriegcalstnaliti
Failed (0) Save

Citical (0)
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Post Installation Steps

ORACLE WebLogic Server Administration Console 12¢ .

Change Center @ Home LogOut Preferences Help Q

View changes and restarts Home 5 UBSSystemMachle >Summary of NS Mociles >UBSSystemMadule > UBSForeignServer »Canfiguration >NOTIFY_DEST_QUEUE_FODB »UBSForeignServer >Summary of Servers »Summary of Deployments >obd.externalsystem.ubs.notification,mdb
Messages

Glick the Lock & it button ta modiy, add or
delete items in this domain. o All changes have been activated. No restarts are necessary.

Lock A Fdil ‘Settings for obdx.externalsystem.ubs.notification.mdb

Release Configuration
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes
Domain Structure
BOX_INS_TEST

~Domain Partiions Save
En nt

Ciick the Lock & Edit button in the Change Center to moify the seftings on this page.

Use this page to view the general configuration of an enterprise application, such as its name, the physicel path to the application files, the associated deployment plan, and so on. The table at the end of the page lists the modules (such as Web
the name of the module to view and update its configuration.

~Resource Group Templates Name: obdx.externalsystem. ubs.notfication.mdb The name of this enterprise appiication. More
- Machines
Scope: Global Spedfies if this enterprise application is accessi
Path: / homef devopsy domain/ OBDX_INS_TEST/ serversf AdminServer/ upload] obdx. extemalsystem. ubs. nofification. mdb. earf app] obds. extemalsystem. ubs.  The path to the source of the deployable unit o

notification. mdb. ear

- Resaurce Mananement

How do I... = Deployment Plan: {no plan spedified) The path to the deployment plan document on
» Start and stop a deployed enterprise Staging Mode: {not specified) Speciies whether 2 deployment’s files are copic
application area during application preparation. More Infc

Configure an enterprise application
Plan Staging Mode: {not specified) Specifies whether an application's deployment |
staging area during application preparation, I

« Create a deployment plan

« Target an enterprise application to 2 server
instance

Security Model: DDOnly The security model thatis used to secure a dep
« Test the modules in an enterprise application
& rder: 100 An integer value that indicates when this unit is
System Status [E]
Health of Running Servers as of 3:59 PM (5] Deployment Principal A string value that indicates the principal that s
Name: “This principal wil be used to set the current sul
[ Failed (0) ApplicationLifecydelistener. If no principal nam
[ Critical (0)

Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBAPI with OBPM)

If during installer execution Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBAPI
with OBPM) is selected, then below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBAPI domain created using installer) and Browse to
Summary of IMS Modules > OBPMSystemModule > OBPMForeignServer (as shown below)

Settings for OBPHSystemModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing resources.

Name: 0BPMSystemModule The name of this JMS system module. More Info.
Scope: Global Specifies if the JMS system module is accessible within

Descriptor File Name: jms/obomsystemmodule-ims.xml The name of the JMS module descriptor file. More Inf
This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connaction factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, @

b Customize this table

Summary of Resources

Glick the Lock & Edif button in the Change Center to activate all the buttons on this page.

New | [Delete

Name & Type INDI Name ‘Subdeployment

OBPMFareignserver Foreign Server WA 0BPMSubdeployment

New| [Delete

Refer to earlier steps mentioned for UBS HOST UBSForeignServer and make similar changes in
OBPMForeignServer.
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http://mumaa012:29001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DOBPMForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX182_OBPM140%5D%2FJMSSystemResources%5BOBPMSystemModule%5D%2CPath%3DJMSResource%5BOBPMSystemModule%5D%2FForeignServers%5BOBPMForeignServer%5D%22%29
http://mumaa012:29001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DOBPMForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX182_OBPM140%5D%2FJMSSystemResources%5BOBPMSystemModule%5D%2CPath%3DJMSResource%5BOBPMSystemModule%5D%2FForeignServers%5BOBPMForeignServer%5D%22%29

Post Installation Steps

Deployment of notification MDB application

Before deployment of obapi.externalsystem.obpm.notification.mdb.ear application, make changes similar
to obapi.externalsystem.ubs.notification.mdb.ear before deployment.

Fileupload with UBS

Refer below document for File upload configuration with UBS

e Oracle Banking Digital Experience File Upload Report Configuration

Origination with UBS

Refer below document (section 5 and 6) for enabling Origination with UBS

e Oracle Banking Digital Experience UBS Origination Setup and Configuration

Trade Finance (LC and BG) with OBTFPM

Refer below document for enabling ‘Letter Of Credit’ issuance and ‘Bank Guarantee’ issuance with
Oracle Banking Trade Finance Management.

Oracle Banking Mid-Office Product Setup and Configuration Guide

OHS

OHS server needs to be configured for all FLAVOR’s as a mandatory activity.
To configure OHS server follow steps mentioned in below document before proceeding further.

. Oracle Banking Digital Experience OHS User Interface Configuration

Feedback module:

In order to enable Scale (Rating) icons please refer the section Creating Procedure of Oracle Banking
Digital Experience Content Upload Guide user manual.

Home
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9. OBAPI Product Verification

Start managed server and verify all deployed applications are in Active state (as shown below).

OBAPI Product Verification

Enterprise

ﬁ'jﬂ.uditMDEEAR Active |9 OK Application obdx_cluster | Global 100
- N | Enterprise
EIBatchRE,nurcE»«daptEr Active |9 OK application obdx_cluster | Global 100
coherence-transaction-rar Resource | AdminServer,
@ Active | ¥ OK Adapter | obix_cluster Global 100
. Enterprise
E'jcom‘ofss.d\gx.app.connactor Active | & QK Application obdx_cluster | Global 100
' | Enterprise
‘ EE)dxfaceS\mulatorl"lDB Active | 9® OK Application obdx_cluster | Global 0
bdx.app.core.d 19.2.0.0.0,383 ; i AdminServer
O WFobdx.app.core lomain(; ) Active Library nbdx—dum" Global
obdx.app.domain(13.2.0.0.0,983 ; i AdminServer,
| pp ( )] Active Library obdx_duster Global
obdx.app.framework{19.2.0.0.0,983 i i AdminServer,
[ [} pp i ) Active Library obdx_cluster Global
. Enterprise
HrE . 3 . N
Ol = Jubdx app.mdb.report Active | % 0K Application obdx_duster | Glabal 100
bdx.app.oauth(19.2.0.0.0,983 ; i AdminServer
O WFobdx.app.oau ( ) Active Library nbdx_dusterl Global
. Enterprise
O E'jnbdx.app.oauhrest Active | % OK Application obdx_cluster | Global 100
. . Enterprise
HE . N A N
O|= _Inbdx app.rest.idm Active |97 OK Application obdx_duster | Global
) ) Enterprise
[+ ?u . 3 N
Ol = Jubdx app. timer Active | % 0K Application obdx_cluster | Global 100
bdx.cz.app.domain(1.2.0.0.0,983 ; i AdminServer
[ | apyobee.cz.app. domain( ) Active Library nbdx—dum" Global
obdx. cz.extsystem.domain(19. 2.0.0.0,983 ; i AdminServer,
| Y ( ) Active Library obdx_duster Global
obdx. cz. thirdparty.app.domain(19.2.0.0.0,983 ; i AdminServer,
O [y party.app ( ) Active Library obdx_cluster Glabal
obdx.extsystem.domain{19.2.0.0.0,983) i i AdminServer,
| iy ¥ ( ) Active Library obdx_duster | Global
b, thirdparty.app.d 19.2.0.0.0,383 AdminServer
O WP obdx. thir iparty. app.domain{ ) Active Library nbdx—dum" Global

To login into application, new user needs to be created (if not already done) in OUD refer section

Creating Groups and System Admin User

on LDAP Server of document “Oracle Banking Digital

Experience Installer Pre-Requisite Setup Manual” mentioned in section 8.5 Related Information

Sources.

To verify the installation, launch below URL

http://<OHS server ip or hostname>:<OHS port>

Check if the page loads successfully.
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ATM/Branch English v UBS 14.3 AT3 Branch v

= (pfutura bank

'Hey Alexa, ask
Futura Bank how
much is my
Account balance?'

- -

& Transfer Manev ™

Dayl Configuration

Universal Banking Solution (OBAPI with UBS)

Refer below document (Section 3. System Configuration) for Dayl configuration required for integration
with UBS

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Third Party System (OBAPI with THP)

Refer below document (Section 5. System Configuration — Host System as Third Party) for Dayl
configuration required for integration with Third-party System

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Chat Bot Configuration:

Refer below document for Chat Bot configuration.

Oracle Banking Digital Experience Chatbot Configuration
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Mobile Application Builder:

Refer below documents for Mobile Applications build and setup.
Oracle Banking Digital Experience Mobile Application Builder-Android
Oracle Banking Digital Experience Mobile Application Builder-iOS

Mid Office Configuration:

Refer below document for Mid Office Configurations i.e. Trade Finance, Corporate Lending.

Oracle Banking Mid-Office Product Setup and Configuration Guide.

Account Uniqueness Configuration:

Some core banking systems support same account number in multiple branches within the entity. OBAPI
has support for such core banking systems. However, the configuration is not enabled by default. In case
the Bank has core banking system which supports and provides same account numbers across multiple
branches, the following scripts should be executed per entity for enabling the support.

Insert into DIGX FW CONFIG ALL O (PROP_ID, PREFERENCE NAME, PROP VALUE, DETERMINANT VALUE,
CREATED BY, CREATION DATE, LAST UPDATED BY, LAST UPDATED DATE)

values
('obapi.host.account.uniqueness', 'ExtSystemsConfig', 'BRANCH', '<ENTITY ID>', 'ofssuser', sysdate,'of
ssuser', sysdate) ;

Insert into DIGX FW_CONFIG_ALL O (PROP_ID, PREFERENCE NAME, PROP_VALUE, DETERMINANT VALUE,
CREATED_BY, CREATION DATE, LAST UPDATED BY, LAST_UPDATED_DATE)

values
('obapi.host.accountbranch.delimiter', 'ExtSystemsConfig', '@~"', '<ENTITY ID>', 'ofssuser', sysdate,
fssuser', sysdate) ;

[e]

Note: Please ensure that <ENTITY_ID> has been replaced with correct Entity ID for the corresponding
entity.

Home
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10. Configuration for OUD/OAM

In-case installation needs to be done using OUD/ OAM provider, below steps needs to be performed
manually.

Weblogic configuration/ deployment

e REST EAR deployment:

Undeploy obapi.app.rest.idm from deployments.

Deploy obapi.app.rest from Installer zip (<KOBAPI INSTALLER DIR>
\installables\app\components\obapi\deploy\obapi.app.rest.ear).

Refer to manual deployment steps provided for
obapi.externalsystem.ubs.notification.mdb.ear application

e Security Realms

To configure your own Oracle LDAP to use instead of the default embedded LDAP, which comes with
Oracle Weblogic Server.

e To do this, ensure that the Admin Server is running. Login to the Weblogic Console for OBAPI
domain (created by Installer) using the following URL:

http://<hostname>:<admin_port>/console

¢ Now, go to Security Realms > myrealm > Providers

ORACLE westoge sever st cono e )

Change Center @ Home Log Out Preferences Help Q Wwelcome, weblugi(lc:unne:ted to: OBDX_INS_TEST
View changes and restarts Home = Summary of Security Realms >myrezim = Praviders
Click the Lock & Edit button to medify, add or Settings for myrealm
delete items in this domain
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit
e T Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path
D Struct
omain Structure An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentiation providers in
BDX_INS_TEST a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
~Domain Partitions
EH-Environment
~Deployments B Customize this table
-Services
—securty Realms Authentication Providers
- Interoperability Click the Lock & Edit button in the Change Center to activate al the buttons on this page.
~Diagnostics
New | [Delete | || Reorder showing 1to 5 of 5 Previous | Next
Name Description Version
DBAuthenticator OBDX - DB Authenticator 10
SQLAUth Provider that performs DBMS authentication 1.0
Howdo L. =]
OBDXIWT OBDX JWT Identity Asserter Provider 10
. ;f’fjf‘:f:r‘;:;::‘f“‘“" and identity Defaultauthenticator ‘Weblogic Authentication Provider 10
+ Configure the Passwiord Validation provider DefaultldentityAsserter ‘WebLogic Identity Assertion provider 10
* Manage security providers New | [Delete | | [Reorder showing 1to 5 of 5 Previous | Next
« Sek the JAAS control flag
« Re-order authentication providers

System Status =]

Health of Running Servers as of 9:39 AM

. Now click on “Lock & Edit” in order to edit the details.

o Delete the following Authenticators under providers-> Authentication:
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DBAuthenticator
SQLAuth

ORACLE' WebLogic Server Administration Console 12¢ —

Change Center & Home Log Out Preferences (& Record Help Q Welcome, weblogic | Connected to: OBDX_INS_TEST3
View changes and restarts Home »Summary of Enviranment »Summary of Servers >Summary of Security Realms >myreaim >Providers »Summary of Environment »Summary of Servers >Summary of Securiy Realms >myreaim >Providers
No pending changes exist, Click the Release Settings for myrealm
Configuration button to allow others to edit the
domain, Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
(oo 2 Authentication || Password Validation | Authorization | Adjudication | Role Mapping || Auditing | Credential Mapping || Certification Path

Release Configuraion

Fe— An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have on Authentication provider in a securiy realm, and you can configure multiple Authentication providers in

a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

BOX_INS_TEST3
*-Domain Partitions
-Enviranment [ Customize this table
~Deployments
- Services Authentication Providers
- Seturity Realms
- Interoperability _New| |Delete | || Reorder Showing 1to50f 5 Previous | Next
#-Diagnostics
||| Name Description Version
¥ | DBAuthenticater OBDX - DB Authenticator 10
¥ | sqLAuth Provider that performs DBMS authentication 10
[ | osoxwT OBDX JWT Identity Asserter Provider 10
How do 1 g [ | pefaultauthenticator WebLogic Authentication Provider 10
[ | pefaulttdentitysserter WebLogic Identity Assertion provider 10
« Configure authentication and identity

assertion providers | Mew| |Detete]| ([Reorder Showing 1to 5 of 5 Previous | Next
» Configure the Password Validation provider

« Manage security providers

+ Setthe JAAS contral flag

« Re-order authentication providers

System Status =]

Health of Running Servers as of 7:33 AM

ORACLE' WebLogic Server Acrinsatan Corcl 122 N N

Change Center @ Home Log Out Preferences [&] Record Help Q Welcome, wehlnulc‘ Connected to: OBDX_INS_TEST1
e R ] R Home >Summary of Environment >Summary of Servers >Summary of Security Realms >myrealm >Providers >OUDAutherticatar >Providers
Messages

Pending changes exist. They must be activated

to take effect o Selected Authentication Providers have been deleted.

I — Settings for myrealm
Undo Al Ch

L undosiChanges Configuration | Users and Groups | Roles and Policies || Credential Mappings | Providers | Migration

Domain Structure Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing = Credential Mapping = Certification Path
BOX_INS_TEST1
~Domain Partitions
}-Environment An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, 2nd you can configure multiple Authentication providers in
--Deployments a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

~Services
--Security Realms

}-Interoperability P Customize this table

“Diagnostics Authentication Providers
| Mew | |Delefe | || Reorder Showing 1 to 3 of 3 Previous | Next
|| Name Description Version
) | oBDXawT OBDX JWT Identity Asserter Provider 1.0
How do L... 8 (] | Defaultauthenticator WebLogic Authentication Provider 10
« Configure authentication and identity (] | DefaultidentityAsserter WebLogic Identity Assertion provider 10
assertion providers

N Delets Reord
« Configure the Password Validation provider (Hew| [DBelste ] || Rearder) Showing 1to 3 of 3 Previous | Next
« Manage security providers

« Setthe JAAS control flag

* Re-order authentication providers

System Status. =]

Health of Running Servers as of 10:02 AM

e Click on ‘DefaultAuthenticator” provider and change the Control Flag to SUFFICIENT
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ORACLE webLogic Server Administration Conscle 12¢

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to alow others to edit the
domain,

Lock &Edit

Release Configuration

Domain Structure

DX172
~Domain Partitions
nvironment
eployments
~Services
~-Security Realms
1-Interoperability
~Diagnestics

How do L. a

« Configure authentication and identity
assertion providers

* Configure the Password Validation provider

« Set the JAAS contral flag

* Manage security providers

System Status =]

Configuration for OUD/OAM

{2 Home Log Out Preferences Welunmi:wehlngicl(:wnne:tﬁd to: OBDX172

Record Help Q

Haome »Summary of Security Reaims myresim >Providers > DefaultAuthenticator
Settings for DefaultAuthenticator
Configuration

Performance | Migration

Common | Provider Specific

Save

This page displays basic nformation about this WebLogic Authentication provider, You can also se this page to set the JAAS Control Flag to control how this provider is used in the logn sequence.

F] Name: DefaultAuthenticator ‘The name of this WebLogic Authentication provider. More Info...

4] Descriptio Weblogic Authentication Provider A shart description of the Authentication pravider,  Mare Info...

(] Version: 10 ‘The version number of the Authentication provider. More Info

] Control Flag: SUFFICIENT |~ Returns how the login sequence uses the Authentication provider. More Info

e Click on Save button to save the changes

ORACLE webLogic Server Administration Console 12¢

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to alow athers to edit the
domain.

Lock &Edit

Release Configuration

Domain Structure
DX172
~Domain Partitions
nvironment
Deployments
“Services
~-Security Realms
T-Interoperabity
~Diagnostics

Howdo L. B

» Configure authentication and identty
assertion providers

» Configure the Password Validaton provider

# Set the 14AS control flag

* Manage security providers

&) Home Log Out Preferences Wehﬂmc.webbgk‘CunnEd;ed to: OBDX172

Record Help

Q

=rs > DefaultAuthenticator

Home »Summary of Securty Resims »myreaim »Pro
Messages

 Settings updated successfuly
Settings for DefaultAuthenticator
Configuration

Performance | Migration

Common | Provider Specific

Save

This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.

5] Name: DefaultAuthenticator The name of this WebLogic Authentication provider. More Info...

4| Description: Weblogic Authentication Provider A short description of the Authentication provider. ~ More Info.

] Version: 1.0 The version number of the Authentication provider. More Info...

] Control Flag: SUFFICIENT |~ Returns how the login sequence uses the Authentication provider. More Info.

System Status
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e Navigate Back to Security Realms > myrealm > Providers

ORACLE webLogic Server Administration Conzole 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

o Activate Changes

Undo All Changes

@ Home Log Out Preferences [ Record Help

Q

Home >Summary of Emironment >Summary of Servers >Summary of Security Reslms >myreslm »Providers >OUDAuthenticator >Providers
Messages

o Selected Authentication Providers have been deleted.

Settings for myrealm

Domain Structure.

BDX_INS_TEST1
~Domain Partitions
H-Environment
~Deployments
“Services

- Security Realms

H Interoperability
~Diagnostics

How do L.. =}

« Configure authentication and identity
assertion providers

+ Configure the Password Validation provider

* Manage security providers

« Set the J4A5 control flag

» Re-order authentication providers

System Status =]

Health of Running Servers as of 10:02 AM

. Now, click on New and enter the below details and click Save.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Rele Mapping | Auditing

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS,

P Customize this table
Authentication Providers

New| [Delete | || Reorder

Credential Mapping | Certification Path

Configuration for OUD/OAM

Welcome, weblugic‘ Connected to: OBDX_INS_TEST1

Showing 1to 3 of 3 Previous | Next

Name Description Version
OBDXWT OBDX JWT Identity Asserter Provider 10
DefaultAuthenticator WebLogic Authentication Provider 10
DefaultidentityAsserter WebLogic Identity Assertion provider 10

New | [Delele | || Reorder

Showing 1t0 3 of 3 Previous | Next

Name : OUDAuthenticator

Type : OracleUnifiedDirectoryAuthenticator

ORACLE WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

No pending changes exit. Click the Release
Configuration button to allow others to edit the
domain.

Lock &Edit

Release Configuration

Domain Structure
DX172

~Domain Partitions
~Environment
--Deployments
~Services
~-Security Realms
Bt Interoperability
~Diagnostics

How do I... ]

+ Manage security providers

* Configure authentication and identity
assertion providers

System Status ]

Health of Running Servers as of 1:12PM

Installation Guide

&) Home Log Out Preferences

Record Help ‘ Q

Heme >Summary of Securty

< >myreaim »Pre

rs > Defauttauthent

2myresim 2P

< > Summa

Create a New Authentication Provider

oK

Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.
* Indicates required fieds
The name of the authentication provider,

“Name: OUDAuthenticator

Thisis the type of authenticaton provider you wish to create,
Type:

IPlanetAuthenticator v

ok | || cancel

Welcome, weblogic | Comnectsd to: OBDX172

of Security Resims >myream > Providers
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. Click on OK Button.

ORACLE webLogic Server Administration Conssle 12¢

Change Center @ Home Log Out Preferences [@] Record Help

View changes and restarts

Pending changes exist. They must be activated Settings for myrealm
to take effect.

o Aciivate Changes

Lngo AllChanges Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path
Do St An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
BDX_INS_TEST1 a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
~Domain Parttions

[ Customize this table

Configuration | Users and Groups

Home > Summary of Enviranment >Summary of Servers »Summary of Security Realms >myrealm »Providers >OUDAuthenticator >Providers

Roles and Policies

Configuration for OUD/OAM

Welcome, mhlnglc‘ Connected to: OBDX_INS_TEST1

Q

Credential Mappings | Providers | Migration

- Security Realms Authentication Providers
i;;:::;:‘m [ New| [Deiete | || Reorder| Showing 1o 4 o4 Previous | Next
(1| Name Description Version
) | oBoxawr QBDX JWT Identity Asserter Provider L0
[ | oefautacthenticator Weblogic Authentication Provider L0
) | oefautrdentityasserter Weblogic Identity Assertion provider 10
ool =) [ | oupauthentiator Provider that performs LDAP authentication 10
+ Configure authentication and idenity e r——
assertion providers ] ]

« Configure the Password Validation provider

» Manage security providers

Showing 1to 4 of 4 Previous | Next

* Set the JAAS control flag

« Re-order authentication providers

System Status =]

Health of Running Servers as of 10:03 AM

Now Click on OUDAuthenticator and select Control Flag as “SUFFICIENT”

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

View changes and restarts Home >myreaim > Pr
Pending changes exist. They must be activated Settings for OUDAuthenticator
to take effect.

Configuration | Performance
« Activate Changes
Common | Provider Spedfic
Undo All Changes

iders »Defaultauthenticator >Pre

Record Help ‘

about this iPlanet

fors »myreaim =Pro,

Welcome, weblogic ‘ Connected to: 0BDX172

fers »Summary of Securty Resims >myrssim = Providers »OUDAuthenticator

save
Domain Structure
o This page displays
“Domain Partitons
nvironment
--Deployments & tame:
~Services
--Security Reaims
Descripti
}-Interoperability aa ription:
“Diagnostics
] Version:
] Control Flag:
save
How do L g

o Configure authentication and idenity

OUDAuthenticator

Provider that performs LDAP authentication

10

SUFFICIENT |~

provider. You can also use this page to set the JAAS Control Fiag to control how this provider is used in the login sequence.

The name of this iPlanet Authentication provider. More Info.
A short description of this iPlanet Authentication provider, More Info,
The version number of this Planet Authentication provider. More Info.

Spedfies how this Planet Authentication provider fits into the login sequence, More
Info.

assertion providers
« Set the JAAS control flag
& Configure the Password Validation provider

® Manage security providers

System Status =]
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. Click on Save Button.

ORACLE  WebLogic server saminstatan Conse 122 o)

Change Center @ Home Log Out Preferences (& Record Help ‘ Q Wekx)me,webbgic‘cwne:ted to; OBDX172
e s Er e aa Home >myreslm >Providers >DefaultAuthenticater >Providers >myresim >Providers >Summary f Sacurfy Resims >myresim >Providers >OUDAuthenticator
Messages

Pending changes exist. They must be activated
to take effect. « Settings updated successfilly

& Activate Changes Settings for OUDAuthenticator

Undo All Changes G i Performary
P Common | Provider Specific
X172

“Domain Partitions usave |
#-Environment
~-Deployments This page displays basic information about this iPlanet Authentication provider. You can also use this page to set the JAAS Control Flag to contral how this provider is used in the login sequence.
-Services

- Security Realms
+Interoperability 45 Name: OUDAuthenticator The name of this iPlanet Authentication provider, More Info...
~Diagnestics
(4] Description: Provider that performs LDAP authentication A short description of this Planet Authentication provider, Mare Info...
(5 Version: 10 The version number of this iFlanet Authentication provider.  More Info..
(] Control Flag: SUFFICIENT Spedifies how this iPlanet Authentication provider fits into the login sequence.  More.
How do L. [} fnfe...
o Configure authentication and identity Save

assertion providers
« Set the JAAS contral fiag

 Configure the Password Validation provider

« Manage security providers

System Status =] ‘

e Now under Provider Specific tab set the details of LDAP where the server should point. Refer to the
following table for more information:

Property Value

Host This is the LDAP Server (OUD) Hostname

Port This is the LDAP Server (OUD) Port. E.g. 1389

Principal This is the Administrator Account name. E.g.
cn=orcladmin

Credential This is the Administrator Account password.

Confirm Credential Confirm the Administrator Account password.

UserBase DN This is the OUD user search base

For e.g.: cn=Users, dc=in,dc=oracle,dc=com

GroupBase DN This is the OUD group search base
For e.g.: cn=Groups, dc=in,dc=oracle,dc=com
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. Configuration | Performance
& Activate Changes
Common | Provider Specific
Undo All Changes
Save
Domain Structure
DX172 Use this page to define the provider specific configuration for this iPlanet Authentication provider
Ei-Domain Par ttions
Bt-Environment
- Deployments Connection
E-Services
Seaurity Reaims Host: numO0aen.in.oracle.com The host name or IP address of the LDAP server. More Info...
Interoperability
[ Diagnastics Port: 1389 The port number on hich the LDAF server is istening.  More Info...
Principak cn=orcladmin The Distinguished Name (DN} of the LDAP user that Weblogic Server should use to
connect to the LDAP server, More Info...
Credentiak The credential (usually a password) used to connect to the LDAP server.  Mare
How do L. B Info...
« Configure authentication and idenity S —
assertion providers
o Manage security providers
[ 55LEnabled Specifies whether the SSL protocol should be used when comnecting to the LDAP
System Status = server, More Info...
Health of Running Servers as of 1:16 PM Users
[ feki@ User Base DH: Icoin, de—aracle, de=com The base distinguished name (DN) of the tree in the LDAP directory that contains
users, More Info...
Critical (0)
Overloaded (0) 4] All Users Filter: If the attrbute (user object dass) is not spedified (thatis, if the attribute is nul or
Viarming (0) empty), a default search fter s created based on the user schema,  More Info...
—
45 user Filter: " Ifthe attribute (user name attribute and user object dass) is not specified (that s,
uid=%u)({objectclass:
& ob) if the attribute is null or empty}, a defauit search fiter is created based on the user
chems wace infn

(5] User Name Attribute: uid The attribute of an LDAP user object that specifies the name of the user. More
Info.

4] User Object Class: person The LDAP object dass that stores users. More Info,

[[] use Retrieved User Name as Principal Specifies whether or not the user name retrieved from the LDAP server should be
used as the Principal in the Subject. Mare Info.

Groups

Group Base DI: dcmin,de—aradle, de=com “The base distinguished name (DN) of the tree in the LDAP directory that contains
groups. More Info...

] All Groups Filter: An LDAP search fiter for finding all groups beneath the base group distinguished
name (DN). If the attribute is not specified (thatis, if the attribute s null or empty),
a default search fiter is created based on the Group schema.  More Info...

4] Group From Name Filter: AnLDAP search filter for finding 2 aroup given the name of the group. If the

cn=%g)(objectclast
{l(&{en=25g)(ob] attrbute is not spedfied (that s, if the attribute is nul or empty), a default search
filter is created based on the oroup schema,  More Inf...

Group Search Scope: subtree |< Specifies how deep in the LDAP directory tree to search for groups. Valid values are
subtree andonelevel.  More Info...

Group Membership Searching: unlimited [~ Specifies nhether aroup searches into nested groups are unlimited, fimited or off.
Vaid values are uniimited, limited and off.  More Info...

Max Group Membership Search Levek: o Specfies how many levels of group membership can be searched. This setting is
vald only if GroupMembershipSearching is set tolimited. Valid values are 0 and
positue ntegers. For example, 0 indicates only direct group memberships will be:
found, and a positive number indicates the number of levels to search,  More Info...

[ Ignore Duplicate Membership Determines whether duplicate members are ignored when adding groups. The
attrbute cycles in the Group membership,  More Info...

Static Groups

e Click on Save to update the changes.

e Navigate Back to Security Realms > myrealm > Providers
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ORACLE wenLogi server sammstaton s 12 B o)

Change Center @ Home Log Out Preferences [&] Record Help Q Welcome, weblogic| Connected to: OBDX_INS_TESTL

View changes and restarts Home > Summary of Enviranment »Summary of Servers »Summary of Sacurity Realms »myreaim = Providers >OUDAutherticator =Providers

Pending changes exist. They must be activated ‘Settings for myrealm
to take effect.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
o Activate Changes

Undo All Changes. Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

D St An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
BDX_INS_TEST1 a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS,

-Domain Partitions

P Customize this table

-~ gecunty Reaims Authentication Providers

+Interoperability

New | [Delete | || Reorder Showing 1to4 of 4 Previous | Next
- Diagnostics. — —
Name Description Version
OBDXIWT OBDX JWT Identity Asserter Provider 10
DefaultAuthenticator ‘WebLogic Authentication Provider 10
DefaultldentityAsserter ‘WebLogic Identity Assertion provider 10
Howdol = OUDAuthenticator Provider that performs LDAP authentication 10
« Configure authentication and identity e Showing 1to 4 of 4 Previous | Next

assartion providers
= Configure the Password Validation provider

« Manage security providers
« Set the JAAS control flzg
« Re-order authentication providers

System Status =l

Health of Running Servers as of 10:03 AM

. Now, click on New and enter the below details and click Save.
Name : OAMIdentityAsserter
Type : OAMIdentityAsserter

ORACLE  WebLogic server kimisaion oo 126 B o

Change Center @ Home Log Out Preferences [ Record Help Welcome, weblogic ‘ Connected to: OBDX172
View changes and restarts Home >Providers >myrealm >Providers >Summary of Security Realms >myrealm »Providers »OUDAuthenticator > Summary of Security Realms >myreaim >Providers
Pending changes exist. They must be activated Create a New Authentication Provider
‘to take effect.
OK Cancel
o Activate Changes ==
Undo All Changes Create a new Authentication Provider

The following properties wil be used to identfy your new Authentication Provider.
Domain Structure
DX172

-Domain Partitions

* Indicates required fields

-Environment The name of the authentication provider.

eployments
-services
~-Security Reaims
H-Interoperabilty
-Diagnostics

“MName: OAMIdentityAsserter

This is the type of authentication provider you wish to create.

Type: OAMIdentityAsserter v

HowdoL.. =]

 Manage security providers
* Configure authentication and identity

assertion providers
System Status =]

Health of Running Servers as of 1:23PM

Failed (0)
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. Click on OK Button.

ORACLE' WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

 Activate Changes

Undo All Changes

@ Home LogOut Preferences [@] Record Help Q

Configuration for OUD/OAM

Welcome, weblo cl Cennected to: OBDX_INS_TEST1

Home >Summary of Enviranment >Summary of Servers >Summary of Security Realms >myrealm >Providers >OUDAuthenticator »Providers >OUDAuthenticater >Providers

HMessages
(@ Reorder operation cancelled - the Authentication Providers have not been reordered.
‘Settings for myrealm

Configurati

Domain Structure
BDX_TNS_TEST1
~Domain Partitions
nvironment
~-Deployments
“Seniices
~-Security Realms
interoperability
~Diagnostics

How do .. El

« Configure authentication and idenity
assertion providers.

« Configure the Password Validation provider

» Manage security providers

» Set the JAAS control flag

» Re-arder authentication providers

System Status a8

Health of Running Servers as of 10:14 AM

Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have ene Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

P Customize this table

Authentication Providers

Certification Path

New | [Delete| | |[Reorder Showing 1to 5 of 5 Previous | Next
||| Name Description Version
[ | oBDxawT OBDX JWT Identity Asserter Provider 10
[ | Defaultauthenticator ‘WebLogic Authentication Provider 10
[ | Defaultidentityhsserter ‘WebLogic Identity Assertion provider 10
[ | oUDAuthenticator Provider that performs LDAP authentication 10
[ | oAMIdentityAsserter Oracle Access Manager Identity Asserter 10
New | [Deleiz| || Reorder

Showing Lto 5 of 5 Previous | Next

. Click on Reorder Button.

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect

<« Activate Ghanges

Undo All Ghanges

Domain Structure

BDX_INS_TESTL
-Domain Partitions

- Environment

-~ Deployments

HInteroperability
~Diagnostics

HowdoL.. =l

« Re-order authentication providers
= setthe JaAS contral flag

System Status =]
Health of Running Servers as of 10:15 AM

Failed (0
[ ol (o)
[ Overloaded (0)
T waming (D)

Installation Guide

@ Home Log Out Preferences [&d] Record Help Q

Welcome, weblogt

‘ Connected to: OBDX_INS_TEST1

Home >Summary of Emviranment >Summary of Servers >Sumrmary of Security Reakms >myrealm >Providers >OUDAuthenbicator >Providers >0UDAuthenticator >Providers

Reorder Authentication Providers.
OK| || Cancel

Reorder Authentication Providers

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you <an alter the authentication sequence.

Select authenticator(s) in the list and use arrows to move them up and doun in the list

] Authentication Providers:
Available:
(] OUDAuthenticator
(] OAMIdentityAsserter
(] oBDXIWT
[ DefaultAuthenticator
[ DefaultTdentityAsserter

K4 b b

OK| || Eancel
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Reorder the providers so that LDAP Provider (OUDAuthenticator) gets highest priority followed by

OAMIdentityAsserter, OBAPIJWT, DefaultAuthenticator, DefaultldentityAsserter.

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences 2] Record Help Welcome, weblo cl Connected to: OBDX_INS_TEST1
View changes and restarts Home >Summary of Enviranment »Summary of Servers »Summary of Security Realms >myrealm »Providers >QUDAUthenbcator »Praviders ~OUDAUthenticator >Providers
pending changes exist, They must be activated |  Reorder Authentication Providers
to take effect,

4 Activate Changes LOK | || Cancel |
Undo All Changes Reorder Authentication Providers
. You can reorder your Authentication Providers using the st below. By reordering Authentication Providers, you tan alter the authentication sequence.
Domain Structure
BOX_INS_TEST1 Select authenticator(s) in the list and use amows to move them up and dovin in the list.
~Domain Partitions
Environment
+*Deployments Available:
“Senices OUDAuthenticator
“Security Realms OAMIdentityAsserter B
nteroperability OBDYOWT =
Diagnostics Defaultauthenticator -
DefaultidentityAsserter -
=4
Howdo L. a| | Lok | cancal
« Re-order authentication providers
o Set the JAAS control flag
System Status =]
Health of Running Servers as of 10:15 AM
Failed (0)
Critical (0)
Overloaded (0)
warning (0)
—

e Click on OK Button.

ORACLE wenLogts server oo coreon 2 o

Change Center @ Home Log Out Preferences [&] Record Help Q

View changes and restarts

Welcome, weblogi c‘ Connected to: OBDX_INS_TEST1
Home >Summary of Emvironment >Summary of Servers >Summary of Security Realms >myrealm >Providers >0UDAuthenticator >Praviders >0UDAuthenticator >Pror

Pending changes exist, They must be activated |  Settings for myrealm

to take effect.
« Activate Changes

Undo All Changes

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure

BDX_INS_TEST1
“Domain Partitions
}-Environment
~Degloyments
“Seniices

ecurity Realms

Tnteroperability

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBl

| Customize this table

Authentication Providers

Dnamentee | New| [Deiete | | |Reorder| Showing 1to 5 of 5 Previous | Next
Name Description Version
OUDAuthenticator Provider that performs LDAP authentication 10
OAMIdentiyAsserter Oracle Access Manager Identity Asserter 10
0BIOWT OBDX JWT Identity Asserter Provider 10

How do L. =) DefaultAuthenticator WebLogic Authentication Provider 10

« Configure authentication and identity DefaulldentityAsserter WebLogic Identity Assertion provider 10

assertion providers

« Configure the Passviord Validation provider
« Manage security providers
o Set the JAAS control flag

« Re-order authentication providers

System Status 2

Health of Running Servers as of 10:15AM

Installation Guide

New | [Delele | | Reorder Showing 1o 5o 5 Previous | Next
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http://mum00blf.in.oracle.com:7001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration&_pageLabel=DispatcherPage&DispatcherPortletinterfaceClassName=weblogic.security.providers.authentication.DefaultIdentityAsserterMBean&DispatcherPortlethandle=com.bea.console.handles.SecurityMBeanHandle%2528%2522Security%253AName%253DmyrealmDefaultIdentityAsserter%253Bweblogic.security.providers.authentication.DefaultIdentityAsserterMBean%2522%2529&DispatcherPortletproviderType=AuthenticationProvider

Configuration for OUD/OAM

e  Setthe OAuth URL for OBAPIIJWT

Settings for OBDXJWT
Configuration
Common | Provider Specific
Sawve

This page allows you to configure additional attributes for this security provider.

OAuth URL: http://obdxwls.in.oracle.

[[] ssLEnabled

Save

Sample OAuth URL: http://<hostname>:<port>/digx-auth/vl/token/info (hostname and port should be
replaced with OAM Server setup).

e  Click on Activate Changes to apply the changes.

ORACLE webtogte sever st oo 22 O]

Change Center @ Home Log Out Preferences (& Record Help | Q Welcome, weblogic| Connecte o: OBDX_INS_TEST1

TSI Home >Summary of Environment »Summary of Sarvers >Sumary of Sacurity Realms >myreaim >Providars >OUDAuthenticator »Providers >OUDAthenticator >Providers
Pending changes exist. They must be activated |  Settings for myrealm
to take effect.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
& _Activale Ghanges

Undo All Changes Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure An Authentication provider alows WebLogic Server to estabish trust by validating a user. You must have one Authentication provider n a security realm, and you can configure muliple Authentication providers in
BDX_INS_TESTL a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
-Domain Partitions

&~ Environment
- Deployments P Customize this table
- Services
- h Authentication Providers
Security Realms.

- Interoperatilty New | [Deite] || Reorder

Showing 1o 5 of 5 Previous | Next
-Diagnostics
Name Description Version
OUBAUthenticator Provider that performs LDAP authentication 10
OAMIdentityasserter Oracle Access Manager Identity Asserter 10
0BIOWT OBDX JWT Identity Asserter Provider 10
Howdolo E Defaultauthenticator WiebLogic Authentication Provider 10
« Configure authentication and identity DefautidentityAsserter WebLogic Identity Assertion provider 10
assertion provider
« Configure the Password Validation provider |New| |Delete | | | Reorder |

Showing 1to 5 of 5 Previous | Next
« Manage security providers

- Setthe JAAS control flag

« Re-order authentication providers

System Status [=]

Health of Running Servers as of 10:15 AM

¢ Now go to the <DOMAIN_PATH>/<DOMAIN_NAME>/config/fmwconfig/

e  Open jps-config.xml
Replace the line: <servicelnstanceRef ref="idstore.custom"/>

With <servicelnstanceRef ref="idstore.ldap"/>
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¢  Now Shutdown the Admin server.
e Now, again start the Admin Server using the command,
<DOMAIN_PATH>/<DOMAIN_NAME>/bin/startWeblogic.sh

»  Run the following script into OBAPI Schema:

update DIGX_FW_CONFIG_ALL B set prop_value =
'ipm1.0,0RACLEBI12.2.1.2,GENERIC1.0,0AM122130,0UD1.0' where prop_id
= 'extxfaceadapterconfig';

Installation Guide

Configuration for OUD/OAM
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commit;

e Restart Managed Server
Verification

Post Admin and Managed Servers restart, login into Admin Console and browse to Security Realms >
myrealm > Users and Groups.

Under Users tab additional LDAP users would be populated and additional LDAP groups can be seen
under Groups tab.

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

Record Help Welcome, weblogi ‘ (Connected to: OBDX_INS_TEST
View changes and restarts Home >Summary of Security Realms >myrealm >Providers >Users and Groups
Click the Lack & £di¢button to modify, add or Settings for myrealm
delete items in this domain,
— — Configuration | Users and Groups | Roles and Policies | Credential Mappings = Providers  Migration
o

Release Configuration el |\ Sroups

D Structur
omain Structure This page displays information about each user that has been configured in this security realm.
BOX_INS_TEST

~Domain Partiions Some results are not displayed because there are too many matches. Please customize this table to specify more specific criteria. Note: The authentication provider named OAMIdentityAsserter does not support
1 Environment ieving or managing its users through the WebLogic console.

- Deployments ) .

-Services [ Customize this table

-seurity Reams Users (Filtered - More Columns Exist)
- Interoperability

- Diagnostics

New | [Delsie

showing 1to 10 of 1000 Previous | Next
Name & Description Provider
000800 oun
000801 oun
1207paydayi @o.com aup
How do L... = 1207payday2@o.com oun
« Manage users and groups 1207payday3@a.com aup
o Create users 1207savings1@o.com aup
« Modify users 12jun.d1@ora.com oun
» Delete users 12jun.d2@ora.com oup.
12jun.d3@ora.com aun
System Status a 710w ouo
e 0 STy S e 2 SR New | [Deleie Showing 1 to 10 of 1000 Frevious | Next
Failed (0)
Critical (0)
ORACLE WenLoge serer sammrasm o 2 B ol
Change Center & Home Log Out Preferences Welcome, wehlnglc‘ Connected to: OBDX_INS_TEST
View changes and restarts Home = Summary of Security Resims »myresim »Providers >Users and Groups
Click the Lock & Edit button to modify, add or Settings for myrealm
delete items in this domain.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit
Release Configuration geaud|| S

Do S This page displays information about each group that has been configured in this security realm
BOX_INS_TEST

~Domain Fartitions Note: The authentication provider named OAMIdentityAsserter does not support viewing or managing its groups through the WebLogic console.

[ Customize this table

--Security Realms Groups
- Interoperability New | [Deicte Showing 1 to 10 of 22 Previous | Next
~Diagnostics —
Name & Description Provider
AdminChannellsers AdminChannelUsers can access the admin channel Defaultauthenticator
AdminChecker oun
ouo
e a Administrators oup
Administrators Administrators can view and modify all resource atiributes and start and stop servers. DefaultAuthenticator
« Manage users and groups
AdminMaker oun
o Create groups
« Modify groups AppTesters AppTesters group. Defaultauthenticator
+ Delete groups Authadmin oup
Checker oup
System Status a8 CorporateAdminChecker oup
Health of Running Servers s of 3:55 PH New | [ Delete Showing 1 to 10 of 22 Previous | Next
Failed (0}

Critical (0)

Home
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11. Multi Entity

To add entity to existing OBAPI with supported host system follow below steps.

» Add entity through OBAPI Web application, using

e User Manual Oracle Banking Digital Experience System Configuration User Manual
» In case of OBTFPM integration, following document should be referred.
» Oracle Banking Mid-Office Product Setup and Configuration Guide Running OBAPI installer
Ensure that Managed server should be down and Admin server should be running state.

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH
variable before proceeding.

Login with OS user which was used to perform OBAPI software installation (or has ownership on
Oracle Weblogic home directory)

Ensure OBAPI installation details (OBAPI DB; WLS etc) are maintained in installer.properties and
user running the installer has read-write permissions.

e  From your terminal navigate to <OBAP| INSTALLER DIR>

e  Enter the following command

python runinstaller.py

Select installation type as ‘New Entity Creation’

Below screen will appear after selecting add entity
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Enter below information:

e  Entity code which has been added from screen

e  OBAPI schema password

If an entity code belongs to UBS / OBPM host following screen (below screenshot are for OBPM ; for
UBS same input are required) will appear:
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Enter below details:

. Hostname of the database host server
° Port of the database host server
. Host database Service Name

e  Oracle directory name in which you want the database datafile (dbf) to be created. Enter only the
name NOT the path.

e Username with 'sys' privileges

e  SYS privilege user password where UBS schema would be created

e  Weblogic console administrator user password

Enter below details:

e EXISTING Host schema name

e Password for EXISTING schema

e Complete EHMS (HostInterface) schema name you want installer to create as new schema
e Password for New schema

e  Country Code of entity branch
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Installation Status in case of UBS / OBPM

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

When the installation completes, the below message is displayed

Installation Guide 92



Multi Entity

Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for UBS additional entity (sub-section : Oracle FLEXCUBE Universal Banking (OBAPI with UBS)).

If an entity code belongs to Third-party host following screen will appear:

No additional steps/ configuration are required.

If an entity code belongs to Oracle FLEXCUBE Core Banking host following screen will appear:
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Enter below details:

. Hostname of the FCORE database host server
. Port of the FCORE database host server
. FCORE Host database Service Name

e Oracle directory name in which you want the database datafile (dbf) to be created. Enter only the
name NOT the path.

e Username with 'sys' privileges
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e  SYS privilege user password where FCORE schema would be created

e  Weblogic console administrator user password

Enter below details:
. EXISTING FCORE HOST schema name
. EXISTING FCORE FCUBS schema name

e  Complete EHMS (HostInterface) schema name you want installer to create as new schema

. Password for New EHMS schema
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Installation status for FCORE Add entity

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

No additional steps/ configuration are required.

Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for OBPM additional entity (sub-section: Oracle FLEXCUBE Universal Banking with Oracle Banking
Payments (OBAPI with OBPM)).
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Multi-entity installation using Silent Mode

This chapter describes how to run the OBAPI installer for add entity in silent mode.

Ensure that Managed server should be down and Admin server should be running.

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH variable

before proceeding.

Login with OS user which was used to perform OBAPI software installation (or has ownership on Oracle

Weblogic home directory)

Steps for Silent-Mode Installation

. Set the environment variables, as shown below.

T
T
T
T
T
T
T
t
t
t
t
t
t
t

silent ——addEntity

Below parameters should be set in environment variables

Parameter Description Example
Entity_Code Entity code | export Entity_ Code=OBDX_BU7
which has
been
entered
Environmen from screen
t variables SCHEMA_PASS Password export
to set for for existing SCHEMA_PASS=devops#obapil82
flavor: OBAPI
schema
FCORE ENTITY_EHMS_DATABAS | Hostname export
E_HOSTNAME of the ENTITY_EHMS_DATABASE_HOSTNA
UBS EHMS ME=mumaa0l2.in.oracle.com
(14.3.0.0.0 HOST
release) database
OBPM host server
(14.3.0.0.0 | ENTITY_EHMS_DATABAS | Portofthe | export
release) E_PORT EHMS ENTITY_EHMS _DATABASE_PORT=1
HOST 521
database
host server
ENTITY_EHMS_DATABAS | EHMS Host | export
E_SID database ENTITY_EHMS DATABASE_ SID=oba
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Service pidb.in.oracle.com
Name
ENTITY_EHMS _DBA _DIR | 4 o export
ECTORY_NAME Directory | ENTITY_EHMS_DBA_DIRECTORY_N
name in | AME=TBS_DIR
which  you
want the
EHMS
(HostInterfa
ce) schema
datafile
(dbf).
Enter only
the name
and NOT
the path
ENTITY_EHMS_DATABAS | Username export
E_SYS USER with 'sys' ENTITY_EHMS_DATABASE_SYS_US
privileges ER=sys
ENTITY_EHMS_DATABAS | Password export
E_SYS_PASS for EHMS ENTITY_EHMS_DATABASE_SYS_ PA
Sys user SS=devops@sys
ENTITY_EHMS_SCHEMA_ | Complete export
NAME EHMS ENTITY_EHMS_SCHEMA_NAME=0B
(HostInterfa | APIEHMS
ce) schema
name you
want
installer to
create as
new
schema.
ENTITY_EHMS_SCHEMA_ | Password export
PASS for new ENTITY_EHMS_SCHEMA_PASS=dev
EHMS ops#ehms
schema on
EHMS
HOST
database
ENTITY_EHMS_HOST_SC | EXISTING export
HEMA_NAME EHMS Host | ENTITY_EHMS_HOST_SCHEMA_NA
schema ME=EHMSHOST
name
ENTITY_EHMS_HOST_SC | Password of | export
HEMA_NAME_PASS existing ENTITY_EHMS HOST_SCHEMA_NA
HOST ME_PASS=ehmshst
**This parameter is only EHMS
required for UBS & OBPM | schema
Host (Existing)
WLS_DOMAIN_PASS Password export
for Weblogic | WLS_DOMAIN_PASS=weblogic182
admin
console
ENTITY_EHMS_CCY Country export ENTITY_EHMS_CCY=GB
Code for
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**This parameter is only new or
required for UBS & OBPM | additional
Host entity home
branch
ENTITY_EHMS_FCORE_F | FCORE- export
CUBS_SCHEMA_NAME FCUBS ENTITY_EHMS_FCORE_FCUBS_SCH
HOST EMA_NAME=FCRUBSHOST
**This parameter is only schema
required for FCORE name
Entity_Code Entity code | export Entity_ Code=OBDX_BU1
Environmen which has
t variables been
to set for entered
flavor: from screen
SCHEMA_PASS Password export SCHEMA_PASS=welcomel
OBAPI for existing
(Third-party OBAPI
HOST) schema

¢ Run the runinstaller.py file with ‘--silent” argument along with ‘--addEntity’
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Installation Status in_case of Oracle FLEXCUBE Core Banking, Oracle FLEXCUBE Universal
Banking, Oracle FLEXCUBE Universal Banking with Oracle Banking Payments

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

@ @obd /scratch/obdx/OBDX _Installer X

When the installation completes, the below message is displayed

@ @obdals:/scratch/obdx/OBDX Installer ks

Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for

> UBS additional entity (sub-section : Oracle FLEXCUBE Universal Banking Solution (OBAPI with
UBS))

> OBPM additional entity (sub-section: Oracle FLEXCUBE Universal Banking with Oracle Banking
Payments (OBAPI with OBPM))

Installation Guide 100



Multi-entity installation using Silent Mode

Installation Status in case of other hosts as Add Entity

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

» THP(third party as entity)

Home
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13. OBAPI Product Security

Refer below document for OBAPI product security configuration

Oracle Banking Digital Experience Security Guide

Home
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14. OBAPI Product — Best Practice

14.1 Tablespace for AUDIT INDEX

The index’s used by AUDIT table should be moved into new tablespace from current AUDIT tablespace.
Follow below steps
» Create a new tablespace
» Give quota to OBAPI schema

alter user <OBAPI_SCHEMA> quota unlimited on <OBAPI_AUDIT_INDEX_TABLESPACE>;
» Drop and create below index by mapping the newly created tablespace

e  OBAPI_Installer\installables\db\OBAPNddM\oracle\audit\
IDX_DIGX_AL_API_AUDIT_LOGGING.sql

e  OBAPI_Installer\installables\db\OBAPN\dd\oracle\audit\
IDX_DIGX_AL_API_AUDIT_LOG_HIST.sql

e  OBAPI_Installer\installables\db\OBAPI\ddl\oracle\audit\IDX_DIGX_AL_AUDIT_LOGGING.sql

e  OBAPI_Installen\installables\db\OBAPN\dd\oracle\audit\
IDX_DIGX_AL_AUDIT_LOGGING_1.sql

e  OBAPI_Installer\installables\db\OBAPN\dd\oracle\audit\
IDX_DIGX_AL_AUDIT_LOGGING_2.sql

e  OBAPI_Installer\installables\db\OBAPI\dd\oracle\audit\
IDX_DIGX_AL_AUDIT_LOGGING_3.sq|

e  OBAPI_Installer\installables\db\OBAPN\ddM\oracle\audit\
IDX_DIGX_AL_AUDIT_LOGGING_4.sql

e  OBAPI_Installen\installables\db\OBAPN\dd\oracle\audit\IDX_DIGX_AL_AUDIT_LOGGING_DET
AILS.sql

Installation Guide 103



OBAPI Product — Best Practice

Installation Guide 104



JPA and OBAPI multi-cluster

15. JPA and OBAPI multi-cluster

In a multi-cluster environment, below JPA related changes should be implemented

» Go to Weblogic server
» Open config\META-INF\persistence.xml
» Append below configuration for all data-source

<property name="eclipselink.cache.coordination.jms.host" value="t3://<WEBLOGIC-HOST-
NAME OR IP>:<MANAGED-SERVER-PORT>/" />

Replace with respective hostname or IP and Port no (this should be the managed server port
number which hosts the JPA queues in the cluster)

Key pointers;

> Multi-cluster here refer’s to :
e Single cluster with multiple nodes (2 or more physical servers hosting the OBAPI product)
e 2 or more Weblogic cluster’s

» Ensure these (persistence.xml) changes are available to all Managed server by maintaining
appropriate classpath
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16. Troubleshoot Overview

This section describes how to troubleshoot OBAPI setup.

Invalid database password

This topic contains troubleshooting information if you receive an error when attempting to connect to the
database server.

If you get the following error:

Oracle Banking Digital Experience

Try one of the following:
o  Verify that the database is running.
e  Check Network connectivity between Weblogic Server and Database server.
¢  Check the database configuration in installer.properties file

o  Verify that the entered password is correct.

cx_oracle module

This topic contains troubleshooting information about problems with ¢x_Oracle python module.

If you get the following error:
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Execute the below command:
export LD_LIBRARY_PATH=/usr/lib/oracle/18.3/client64/lib:$LD_LIBRARY_PATH

python
import cx_Orace

cx_Oracle.__version__

Failed Database Scripts

This topic contains troubleshooting information in case of database script failures.

If you get the following error in DB_installation.log:

2017-87-13 13:45:41,851 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13]ul1338/db/UBS/seed/MSTFORMATS. sgl successful
PR R R )2 o YN L s cratch/ jenkins /0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/mstdevice.sql successful
2017-07-13 13:45:41,747 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTENTITYUSERTYPELANG. sql successful
2017-07-13 13:45:41,796 ERROR Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/mstlang.sql failed

Check the detailed log of the failed SQL file at <OBAPI INSTALLER
DIR>/Execlnstances/<DDMonthHHMM> /logs/db folder.

Failure of Policy Seeding

This topic contains troubleshooting information if policy seeding fails during installation.

If you get the following error:

Try one of the following:

Check if Entitlement.log is created on following path <OBAPI INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Entitlement
policy seeding.

Check if Task.log is created on following path <OBAPI INSTALLER
DIR>/ExecInstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Task policy
seeding.

Check if Dashboard_seed.log is created on following path <OBAPI INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Dashboard
policy seeding.
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e Check the seedPolicies.log in <OBAPI INSTALLER
DIR>/ExeclInstances/<DDMonthHHMM>/logs/db/ directory if it contains any runtime errors
generated during execution of the policies Seeding in OBAPI schema

Fix the problem by following below steps:
» Login to OBAPI installer server

» Over-write the policies files (DayOPolicy.csv; Entitlement.csv; Resources.csv and Task.csv) from
OBAPI Product zip into <OBAPI INSTALLER DIR>/installables/policies directory

> Browse to <OBAPI INSTALLER DIR>\ installables\policies

» Edit Entitlement_log4j.properties , Task_log4j.properties & Dashboard_seed_log4j.properties
Replace <logs_path> with directory where policy seeding logs will be generated

e.g

e e e e e e e e T e T R R Ly Rty TR TR PR TR TR TR P TR TR PR PR

# default file output is in user's home directory.
T T e A T A T AT T P DL T e e

java.util.logging.FileHandler.pattern = <logs_path>/Task.log
java.util.logging.FileHandler.limit = 58600
java.util.logging.FileHandler.count = 1
#java.util.logging.FileHandler. formatter = java.util.logging.XMLFormatter
java.util.logging.FileHandler.formatter = java.util.logging.5impleFormatter
java.util.logging.SimpleFormatter.format= [¥1%tc] ¥4%s: %2%s - %5%s %6%skn

# Limit the message that are printed on the console to INFO and above.
java.util.logging.ConsoleHandler.level = OFF
java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

# default file output is in user's home directory.
#java.util.logging.FileHandler.pattern = %h/java%u.log]
java.util.logging.FileHandler.pattern = /scratch/Task.log
java.util.logging.FileHandler.limit = 50000

Java.Uutil.logging.r1leranaler.count = 1
#java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter
jawva.util.logging.FileHandler.formatter = java.util.logging.SimpleFormatter
java.util.logging.SimpleFormatter.format= [¥1$tc] %4%s: %2%s - %5%s %6$s¥n

» Run below command manually if “SEVERE” error logs are found in Task.log

java -jar -Djava.util.logging.config.file='<logs.properties>" com.ofss.digx.utils.feed.data.task.jar "Task.csv"
"oracle.jdbc.OracleDriver,<OBAPI Schema name>,<OBAPI Schema
password>,jdbc:oracle:thin:@<OBAPI DB hostname or IP>:<OBAPI DB listener port>/<OBAPI Service
Name>"

fore.g.:
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java -jar -Djava.util.logging.config.file="Task_log4j.properties’ com.ofss.digx.utils.feed.data.task.jar
‘Task.csV’
"oracle.jdbc.OracleDriver,OBAPI_THP181,Welcome#1,jdbc:oracle:thin:@10.44.169.255:1521/OBAPI"

» Run below command manually if “SEVERE” error logs are found in Entitlement.log

java -jar -Djava.util.logging.config.file='<logs.properties>" com.ofss.digx.utils.entittement.feed.data.jar
‘Resources.csv,Entitlement.csv,Day0Policy.csv’ 'KERNEL' "oracle.jdbc.OracleDriver,<OBAPI Schema
name>,<OBAPI Schema password>,jdbc:oracle:thin:@<OBAPI DB hostname or IP>:<OBAPI DB listener
port>/<OBAPI Service Name>"

for e.g.:

java -jar -Djava.util.logging.config.file='"Entitlement_log4j.properties’
com.ofss.digx.utils.entittement.feed.data.jar “Resources.csv,Entitlement.csv,Day0Policy.csv’ 'KERNEL'
"oracle.jdbc.OracleDriver,OBAPI_THP181,Welcome#1l,jdbc:oracle:thin:@10.44.169.255:1521/OBAPI"

» Run below command manually if “SEVERE” error logs are found in Dashboard_seed.log

java -jar -Djava.util.logging.config.file='<logs.properties>" com.ofss.digx.utils.dashboard.jar ‘<path>/
dashboard_json’ "oracle.jdbc.OracleDriver,<OBAPI Schema name>,<OBAPI Schema
password>,jdbc:oracle:thin:@<OBAPI DB hostname or IP>:<OBAPI DB listener port>/<OBAPI Service
Name>"

for e.qg.:

java -jar -Djava.util.logging.config.file= Dashboard_seed_log4j.properties’
com.ofss.digx.utils.dashboard.jar ‘/installables/policies/dashboard_json’
"oracle.jdbc.OracleDriver,OBAPI_THP181,Welcome#1l,jdbc:oracle:thin:@10.44.169.255:1521/OBAPI"

» Post successfully execution, restart Managed server.

Home
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